=0 LB I

SIP) " #EM5%
H P F

|

- i :"A ] "4 F }
—— v :
: r w g SN ey
. - i) 2 '1"_.5»';" "
| | :




......................................................................................................................................... 1.
PP PPPPRRP 1
L 2 et e e ——mmreeeere e —— e e e eeeeeeman——eeeeee et eeeeeeee ettt et ama——— e ettt ettt e et e e et e e e e e e et et e aeeaaeeeaaeeas 1

.......................................................................................................................... 2

0t TP P P PP PO PP PRSP PPPPPPPPP 2
TP PP O PP PO PP PRSP POPPPPPPP 2
2.3 S e 4
2. P 2P e ———— e a bbb et e s ennanr et b e e s e e e e e e e ees 6
2 TP OO PO P PP PPPPPPPPPPPP 6
2.8 Sl e 4
.................................................................................................................................. g

0t OO P PP PP P PPPPPPPPPPPP 8
1 PP PPPPTPRTT 8
G R PP 10
PP PPOPPPRTP 12
G R PP PPPPT TP 13
R PP PPPTPRTP 14
................................................................................................................................ 14
I 14
T TI 15
T 16
A e 16
S PP PSP 17
.................................................................................................................................. 18

5 0 TR 18
LS PRI 18

53 TP PSPPSR PP PP 19






F—E. Bk

1.1 MmN
SORLE(E SIP SIERSE X10 2 ZINREN IP SIS, TTLUS IPIES R A SIS =S BN E

IPIEZFBES IP FH EMAE.

X10 SIP [ HEMKIRM T MANFEN S HmtiEn, Eh—4HutIhEh 40 2R, JHTENEN
FW, BYSSNEINRE, Z—ENBHINEA 10 &, IXHEA—HATRSMHE. WP IERT
o7 Web EEFERELIFN B s FHH—FMITIERL.

SIP I M RBRSHFFET SIP AR IEZT BIEMEIET &S, EXFHETREEDIA T RS HA
BEMXMA B, SN ARRPREHTNEETEEN, TBTRERHENZTTNBAZEAE
AZRREINEEIE .

BRIBFBEIN, X R SIP T REMXEFEANERES, FRESs NESIERE UL/
LIRSl ZPFEIEE.

1.2 FFamiltg

X10

2*10W, 8Q SPK +
pit 3.5mm B O

TERE: -20C ~ +50C

SIPT#EM<AFFM | SREE 1



FTE ORFEANRE

21 BB ESRE

I HEM X ERINEBIT DHCP M NFRE IP Hhllt, EFRIREBEMN NG T B DHCP ARS8 (3058 DHCP
REUH IR MO S E AR E IP Hilk: 192.168.1.101), FIRZETZFEZTE+ZE-E 5 U LBESHER
WER P HbE, A SsEst N IP HbdbiA ei% E Y Web BIESRET

SIPI M %

i PR R 3

WMALEFBORARAZANZEREERERXRENEENEERT
A% admin

ZRINERL: admin

22 BREBELEFER
BERNEEAEIEENEASERT

SIPT#EM<AFFM | SREE



SIPHRS

el 1009@192.168.17.83:3060 e =
ESIPEER1
EsIPsERE2

Hs X10
BEiAREE
AR
[ERhEHE
I'EEE
ERNEE AGC (0
REET ¥10 &

IR

Mactiiik £8:69:2E:29-0D:AD
P BT DHCP

IPithiE 192.168.17.78
FRUED 255.255.255.0

e 192 168.17.1

SIP
T BRR&LEDIME SIP RS, KSTUEMRES

1T 8BS ERYRRENES

T FBEHFRA RENREFRAS

T #RARA BRENRRRAS

T EEiEE RERIE— KA BEIHE

1T ITESE BRAENEEIEE

1T ZNEE BrRERARRRNAATE

1T &E&EX AR U RFERHTEE, ZEIEERBEAEN BRRE P20 T BT

T, HEETRESIR, ZEIEEBETRENRRINEIZT, NEAZXREENXY B
M inBCE TUHE

AE-T X0 x +

A Not Secure | 192.168.12.105

1 Mac #i3ik ERERIREH MAC ik

T IPHEAR WENMEIKI TN, DHCP (Fh7S3kE) =X STATIC (BSECE)
T IP bt R AR IP ik

T FWERD WY B ML

T BRAME &2 X B3 A A9 R S Ak

SIPT#EM<AFFM | SREE 3



T EDNS REEANEE R RS
T >R DNS BEERNERERRS AR

2.3 SIP S 1% &

SIP K SEEETNEH TERE RS FEHRRN SIP RS, KSHERD, MRYFREEERSER
BENSPREBEGERAAFRRETENRE [EFESPHEBERS] i, YRS IFENIME
Z=/SIP K=,

mEES [SIPRE] --> [SIPIKS] #HASIPKSEER®E, A TERT:
E SIP KSIRE:

FSIPIES
*SIPRRESEEIE | 192.168.17.110

ToIiPlRESERO. — 5060 +
*EHfFIip: | 5001
WIEFP: | 5001
B 192.168.17.110
ThIFEETE:
- EAERATE S — 180 +
" {EEil: | UDR

B aE:

Ho

NATER: 4

EESPRSECEES:

#HSIPIKS 11xE:

SIPT#EM<AFFM | SREE



HSIPIS1
* SIPARSES SRR

" sIPRRE SRR

* AFID:
TAIERF:

i

AR

* ERERTRTRIRE):
~ R
B

#®E

MNATHER:

#SIPIK=S 212 E:

ESIPKS2

" sIPARE SRR
" SIPRRERER:
* BFID:
AIERRF:
=4
IR
* ERHERTETEIED):
- S
B R
MATESL:
BE

1 SIPARE=E:

192.168.17.83

- 5060 +
1018

1018

192.168.17.83

- 180 +

UDpP

il

182.168.17.23

100

100

192.168.17.23

- 130 +

UDP

SIP BR&S28 14 IP b SiF & .

SIP P ERXFAATH |

ERER



=A =4 =4 4 4 -4 4

=a =4

SIP fR&5=timE . SIP (FX AR MU A O

HFAID: RS 2R LAY SIP K-S S 41558,

IMER A INER R &

1 SIP sLig

TAIEZERD: SIP K-S X R AYIATEZ A

EATERS AR SIP BRESERUAE A EAERT AT 8], BKIAC 180 #,

£ THDISN WEEHYMY, TTEIY UDP. TCP. TLS.

BT 2/B/ERENNE, XHEMENEYINEEARMNIRES, EREZEWTIY
wEBEIRREHIA K,

NAT 123 WEFEFEE NAT FERANFERSE, HFT%F STUN. TURN, ICE =FhiE=

EEZSIPRIEBERS ZIMERIANRA, WREFREEMEAEHEREMN SIP REBERS

s, BT RIZIE, RBEE SIPKSHIZEMR.

A T RERHEZKSEME SIP RS aTE R ERBEN SIP G RBERS =
(WRFFET & P FMERFL) . KAMSFEZERS

2.4 P2P =

P2P Ik SECETUE AT 4 P2P WIYFEE— K-S, P2P M IE—FA KRS HZEMELR, BB
13 1P b SR P OY 4% I 2% 3 09 — = 3 Y T 2K

* FHFID:

SO A Y

B oliiEnf: 2
i

1 HAAD: EWUREERETLIZSE, TURSELTEBREM,
1 AFERTN: FEREAFEREMDSREZRS ID WEL, BRIAET.
1 BzhE: 2/E/ERERINGE, (HEANENETMEREARRNIRE S, TRERTY

B EETRTIRS MR
1 EE: FF J2/3 A P2P MEIY AR
2.5 Z4REL

ECE SIP FPIfE A AYIE = 4510

mrkE [SIPRE] --> [EAKE] #ANTNHBEEERNE.

SIPT#EM<AFFM | SREE 6



BRI

EHRE
G.722:
G.711{Ulaw):
G.711(Alaw):

Opus:
-

WETR G HRIEM G722, G.711ulaw. G.71lalaw. Opus FUFHZHLRAD

2.6 SIP BERE
BLE SIP i — SRS

BEE [SIPRE] --> [SPERKRE] #ASPEREERT

SIPEHRIZE

SIPFE#IaE

FHemEl: — 5060 ar
* RTPFa&mL: — 10000 ar
* RTPES=RmL: — 20000 ar

|
o]
(=]
+

" RTPEERIAEI(FR):

MmO L& AT SIP thilliB 1= M ARG O

RTP FF#hixO:  SIP SIEH{ERAY RTP R OSEE&/IME
RTP&®RumA:  SIPSIEFFEAMN RTP R OSEERAE

RTP iBRIATE):  ZEFSER B AR B U E RTP RIBIEG S IEIERT

= =4 -4 A

SIPT#EM<AFFM | SREE



F-F. SREEE

31 FEEH
RE LR EMERANSE.

RrkE [GREE] --> [FEEY] #ANFEEFEERE.

B
HERSE 8 }
MIC B EhtEE:
¢ iR EE: 2 }
¢ BEiiERAEE: 6 {
ERETS:
1 HEREE: BENHLAmRNEE, MANSEAT7, ®ETLEO~9,
T MIC B REGSRBERNEENAREZRTNIEE, XHAERADTERNSE.
1 ZEENEE: HEZRANEE, RAZEANT7, RESELEHO~9,
1 AEERNEE 188 A EIA LSRR ME
1 BEiBasAKEE: WEBEEAEERSCERAE
1 RERrE F B/ XAEERTE
32 Bk E

ZNEATRERMEMEXNEESH, W Wiz HFEFaAN, TramAFHEXINEE
B

REXRE [SRRE] --> [KRE] #NEKNRERENE.

SIPT#EM<AFFM | SREE 8



BxaligE

TR 1SR 5000 £ER8: | ESIPHKS
WhH#sEEE2 SR | 1004 s, B0
FSIPHS
BirEEaTEE: =ZSIPIKS1
ESIPIES2
WA IEE
P2PIEE
Fa MR

pEETs: | TS

il b= £ o=
* EEE: 1004 RS =HSIPHEA
T SHHLES 1 S5 L E keyl B0 AIXTHSHD,
T SHHLES 2 S BCE key?2 R0 AIXT ST,
1 Z8&: o PN AR S X AFEA P2P KSR, E4ES
g E R & AY P ik 840 101@192.168.12.252)
1 BRIREEREE: ERETHENE, o PRI ERIRRE RIFEEIE.,

BREZNHRERAZAD (DUN) BEERE ZEOBEEESIEERS WARTFSRBEFE

Do

T HwWARN: FRHEFSREESRANIEE.

1 bR HEEER LR/ TEE (RS8EF/MREY) k.

1 fMEHES: FREMAkS, NIRFREEEFESMANKIT— 151,

1 fd&SH: A RSN —NS8. OF: 7EfFEA PP KSR, EES
70 AP35 E FE I £20m A9 1P HEHE AR 040 101@192.168.12.252)

T %K o] PURFEX R 4 B 0 S 103 T ThE &

Blan: REMEERXATEGL HWADETHSEREMERL,

M ORERTRERBGHLHMAEED (NC/NO) FEERE, ZEOBEEEEEH R,
WMEHF, WHATERES FXRES) .

SIPT#EM<AFFM | SREE 9



T B

BxamgE
BABRE:
DTMFiRA:
- DTMFEERSE: 1
EERERE:
mESE [FH
PGS

mLEER:  18A

BT

W

i
I

1 @mAfRk: FEE HEWREHFETESHitARE S EDRSHHRE

T DTMF fidk: FFEBIT DTMF FSftAfd RSB E (FEE, EBIETH, IAERTEE
DTMF fit 2 S5 fit R, BRI{IRA RF2833)

1 DIMFfit%kSHE: RE DIMF ik BERITH ST

T BIERESMEA: ARE BERIERSSUER AL L 5 RS E

1 MERE4 RENNOBIDRE, TROEFE [FH] o [FFA] o [FEASFE] o [RF] .
(HEWr/ @I R]

T ma&sEE: TRLESE (7] . [RIA] . 18R]

T & ghEsE [EREM] « [HEEM] . [EREAL)

T #HEEE ERpMRE ERMET NO (KIF) /NC (KF) WM EQ, ZEMATREEED
RS PR Y B35 62T 8]

33 APIRE

ZE AT A BNEEN H LRy APl 30, BITXERE QIRT USLH SR IEIRSS 4k E R S#H 1T
BXaf). &/isHIREn, fEH 4R s IS RS

SIPT#EM<AFFM | SREE 10



BHEXE [SREE] --> [APIRE] #AAPIBEERE

W SEFURLEIHIZE @

IE N BB

*HAERURL: http://192.168.11.109/incoming.cgi?ip=3${ip}
v e =

* HHEIAURL: | http://192.168.11.109/outgoing .cgi?ip=${ip}
R ZEFED:

FEWTEED:

HEFECHIZE O

KB

1 URL
E@M% &*ﬁﬁmk 13 HTTP GET iEKIAH— URL #itlk, 7& URL btk AR o] {5 i —LE 3

${ip}: WAL RIAY P it

${mac}): WEYETA MAC Hbilk

${ua}: LRI K-S

${number}: LHRIIFIY AR TE S A
1 URL

TEGR B SRS I A &8 d HTTP GET 153KIAMA—> URL #itE, 7 URL Hhiit o] DU —Lk
TEXRIFA—ELFER, Bl

${ip}: REHETAY IP HhdE
${mac}: WEHHEAY MAC Hidlk
1 API
APliZE
WEIEAPL:

[EHAPE  http://192.168.17.54/api/sipphone?action=call&number=101&line=auto @

BIEAPI: http://192.168.17.54/api/sipphone?action=answer

EHTAPE http://192.168.17.54/api/sipphone?action=hangup

SIPT#EM<AFFM | SREE 11



HEFEZZAPI:
HHEBEEFFAPI:  hitp://192.168.17.54/api/relay?action=on
HEEEFAPI:  http://192.168.17.54/api/relay?action=off

B ERIERTAPL:  http://192.168.17.54/api/relay?action=on&duration=5

ERAPI:
FIGHERAPL:  http://192.168.17.54/api/player?action=start&id=1&repeat=0&volume=7 @

SSHEIEMAPL  http://192.168.17.54/api/player?action=stop

FFB/RA AP O, BITXE AP DT IS, RE/AzFIrrn, 2H4k e s RSB EE
API API

34 HFERE

ZUEATEE BEnMNARNESERE, REUTNEERNET 9 MMEFRNARBL, SEF
R IUR 2B THTR R AR F U B
REHE [SRRE] --> [ABRE] #ANABLESRA.

HIERE

I=EitE

EiEROBE2000-65535
HERIER | LRI

— I RN SRS SR EITRAIS R

fifc RIS gL B GPIOEEA
1 239.168.12.1 2000 + Background-Music EN=]
2 239.168.21.2 — 2500 + 2 FF

3 239.168.21.3 — 3000 + 3 A

4 239.168.21.4 — 3400 + 4 (=

5 239.168.21.5 — 3500 + ] =R

SIP T #EM<BAFM | EREE 12



T hEsk: ’EL-9MMER, 1 KK 9 AES
At YR #BHUSE R  224.0.0.0 - 239.255.255.255
1 wO: 2H %% OSEE 8 2000 - 65535

T &K Pz AR B E X — W EEFR,

1 GPIOfit%: agEE (REA] [F] [HRiA] [EA]
35 FEXRE

ZTHBTEREE BMNA L NS ERENRESIHEE, SEXENRE T INREINRZERBIT X10 4
%Ay 3.5 Audio in EOWANGE, B BZmEN. O 1ZMWeEXAAEESER SIP e BERGFE
)

mEEE [ERERE] --> [FEXRE] #AFTEXRERERT

HESFEE:

" BEsSEE: 192.165.12.205

* AP ZXm
BERD: eeeens
* SiFEER nic

FEEREXE RBRAZRXEINE

ARS5 e B SIP A BER GRS AL

MR%: SIP M ABERFTERMNBRERKS

ATH SIP A BERF T EIRMNRERED
FIRBIR BEXREZRNAR (REERARIXIERT)

HASHEELHE, BRetERAaBREREFEEPHINZZTERR.
AN x10-<MAC>-<FREZFR>
WE PR

SIPT#EM<AFFM | SREE 13



x10-68692e290086-zycoo

36IBZERE
BBYIRSGFEANIES.
SHES [BREE] --> [BHEE] #NEFEERERE.

EEIRE

ZIEERETEATREEER P HUNPIEANES, S5 RPN IES.

FHNE. RRRE

4.1 N IRE

SIP I <t T EBIAEA DHCP Sh7S3KE IP Hhdit, BE B TR EREREME A DHCP RE38
THEE, ERFEEREENAFERES IP Mt TEUE SR P HEIR I F ik BEHS IP,
IR T EE+MTE-8 5 ESBIRIZEM P Hbilt,

REEXE [RGRE] --> [MKZHRE] #ANMKEERT, WTEFRT

SIPT#EM<AFFM | SREE 14



Mgz E
ihEER: | HTTP
DHCP:
“IPfiEhl: | 192.168.1.101
* FR#E:  255.255.255.0
CEFE: 192.168.1.1
*EDNS: | 114.114.114.114

* ZRDNS: 8.8.88

(I #51 =1 - i I8E Web RERIARI AT, ZHETFF HTTP # HTTPS
f DHCP: FF /2 DHCP 5 & ¥1@1T DHCP fREB[BHFBNE S, ENHAFRBCEE.

4.2 RFERE
BB RSN ARG,

MERE
WiEhS S
ZmAdie: 2020-10-23 13:57:08
NTP:
*NTPEESSEE:  pool.ntp.org

BfX:  Asia/Chongging

LRI E): BREFNEEHORGHE,

NTP: f5F NTP A RFKEUAT[E],

NTP fR5528: FREUET ja)E A A28 A (Bl R 55 =% o
RX: &BEE&FEFANNEX

= 4 4 4

SIP T #EM<BAFM | EREE



4.3 EERG
LR AN ERHM.

RIrE [RFRE] --> [BXEn] #FARNENEERE.

B2
BHEE
mAE:
* |BE:
* §FE:
1 |HZH A admin i A HAYE X2/,
1 & WAEFERNI G,

Web EEFEIIAMNH MARA admin REEHEH, BIARNERD A admin TR UZ ST &R
ENE = R a8

4.4 BEHHR
ZREAT ERGHEEE.
SE%E [RHRE] --> [B4HR] #ARGHETE.

BEHHER

LETREA: s1.2.0

EEdE:  2020-10-14

B

ERFHRITE SIS AR SNSSHRERN | SELMEHRREIES2 RIE!

iREHEE:

Ef:

HRHERIE , RS EE

SIPT#EM<AFFM | SREE 16



HBTARA BRE B RGP ERR AR .

EE i) BRRE F— R ARG E AR .
WMELRE IEEEAENERFTEHTRELRENBRE.
E3fts EHERFRL RS EEEANE S,

AS ERMEE

BEZAE T NREERRRRREZIRIAL T BLE.
RExkE [RFERE] --> [EBNEE] #ANEREERFIFE.

ERNES

&% EEiREERiRAEC T EEEE |

(]
]

T EERERTHEIIEETH BLEE  FeSREREREESRER!

[=]

&
b

RPET AT #EMXH Web BT EMNREHTAMBER. ELTENNEAEA 10 WER, &
BERERF TERN T ERE X,

AHEXNT BWRHETREL T RERE, TUEE Web EIEFE AT DUBE KIZIR & HY RST
5 X EEZERFNESRT "MEL RE, R&ENFERBEXAREL RE. MEL REFHK
BREFERFRE, 1HEERE,

MEL REGHEFUBMNZE TSE+MITE-BOMWBESBIRT BN YA IPHUE, BAERHN
PO ENKEH HEREE Web EIEF @,

FRIREERIN, RESARENNEANER.

SIPT#EM<AFFM | SREE 17



BHE RZR4IF

5.1 iZ2H
o] |MIBIT IR & PING Hfth 4% & R IREE M & BE H .

Ping

5.2 IS

MBI EE R A Linux R 58 K IS EHE R E 9T TR TCPDUMP, 12 TR T UG M4 thZ1X6Y

HIR B TR EIK TRAUDTIBE A9 —LE 6=,

pJLEme

SIPT#EM<AFFM | SREE

18



53 EESNFH

BIZAE T BN SEMNSAYIESNEERAHTEENEONRE, YHRZIIF
yaml 1 json AR E XHSATSH,

Fitl
=
FA
BEATSANRELHES Dyamljson, SARIE, IREFRUTAEEE#TN BUREHESUNERNEE
B eRItLt, SRt

Y B R G FF DHCP Option 066 &S TFTP/HTTP B EER

RGEEINE R, HNEKE L DHCP B, BPASZEIXIKEL DHCP {58 /) option 066 {£24 tftp
R8st it, %0 option EEFEAN, SFERUTHISEERSFZIFIWEE XHF I HMNEERH
STATIC B, BAASEEFREFSIERSSIHREEE XM, BEXHIH yaml Fl json g

BB X B FRAR AL

1) MAC bt Fr B FREHE RS

2)FTEES " #HHEMER. 40: 68692E290012
9.9

BEIZFEER, JURUHERNZEREEERT T,

SIPT#EM<AFFM | SREE 19



= el

i |
E sl B2 R )
HEasteN: RIIZE TR RN RE, EEBATHERsEREa L

ZENEREN: [REZEN TR TR RS, mAZRNRE, FERNES

SIP T #EM<BAFM | EREE

20



@ 2020 BRLEE RN AE

WWW.ZyC00.Ccom

PERERIBERARNERAS (FR: ERBE) EJ‘CL:F 2010 &, BEBMALTALERTH RINEMFRE, 7
FIECES . RERERAR, MRIBXENTHERLE B2—XTET IPIEZBEREMANHIERN
SRR A

e Ak, BRBESREWEEIMNE 100 MERMBX . HARNTRMNEFEEEEREES M
SR TWREET ZHFEH R TEMIAR. ERBEREEMKAERR IPIEZTBETLNAE M.



http://www.zycoo.com/

