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1.1 ~mi4ds

FRBENKZRHNHEREET SIP IMUNERZhYHRE, THTEENH, E2RUERHE
s = iR HBENN AL RF.

Bl RIINBRHMH—HEOHES, FENHERITUEZETXEEHBEE MR, TLNHEK.
EEREYSEN O] PURIE KBRS HF RTSP MU E9SMED IP SRAGSKSCIL eI U ANl nEkzh, Bl K&, &
BREME RO RTSP A9 IP BiEk CER: ZWETELRSEREREMN SIP RABRERSE
) .

ET SIP VB ERIEIA K PoE X H, EEMNEXRHXHLImLEER, RTEXF PoE FIMNLZ
Bl semiRd, TRIMEEFSHMEAIMIL, RENHENBREEEEET —FME TN,

Ei RIIMBELHNHERECE T —HERHEEETANKSE, HBATREXGEEARGRERSHE
XY BARSA, REEENT) ST A I IE K .

Ei RIIMBELHMNHEmERE T ERFESBAED, RER/TRURTREHZEAD, KEH/TX
AT N#HEFNSEMTEITRXEESERNRE. HEFROVERS (NMEHTRTS) . MK
MEMEMEATRBITREIGEBHRETRERE. FRESHMLX T DUEI N HETE T
DTMF 55ft%, BEBIERSMATBE FRGNRMAGESHTIA . MIMENT R EQRT
EEAREANNBAEANIMETRTY FEH.

W LE 2B XS LR MIBEARRIEBE SIP BhaBERSG LI LRI, Ao LEFAHME=FH
SIP RS 28 35 E R TheE RN A

1.2 =il

FEFASEC

o PEREIT: P40 £HRIREN B TT
o REE: 96+3dB

o XKEX: <1%

o FEME: 8Q 5W

o AL D KINEWA=F
o HNESEHE: 100Hz ~ 20KHz

o FHX BEE

o ZmM: 36+2dB

o EFRNIFE: 8 EX

o 1R (IV03) 1920+1080@20fps, 1280+720@25fps
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ETE REEAERE

21 ExEESRE

W28 LB X L i BRIA BT DHCP [ RFKER IP #bdlt, EHRIRANBE MR E ] B DHCP RS2 (W0
B DHCP 3Bt HE L WS HEE IP #itk: 192.168.1.101) , HIRiE& A IRE 5 # L E, WFF%
BB SBIRYG TR &M P i, 7EXEAFEA IP b EH& & H Web BIEFR M,

WMALHNAAZNELRIITERE RENEERE

BIABF#E: admin

BRINBZRL: admin
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22 IREELXER
BERMEELEIRENEAESERE

SIPHRS

ESIPLERE 1026@192.168.17.83:5060 EMATh =R
ESIPERE1 106@192.168.17.83:5060 FMiE
ESIPEK2 58@192.168.17.62:5060 FME
REER

me EiV05

B Verl0

RIFRRE s1.0.0-dev

REpEdTE) 2022-06-10 17:47:46

rEER 5(0-9) &

ERNER AGC(0-9) &

BEEE Ei-V05 &

L

Maclthhit 68:69:2E:2C:00:03

IPHEA DHCP

1Ptk 192.168.17.197

FRER 255.255.255.0

Mx 192.168.17.1

EDNS 114.114.114.114

7RDNS 61.139.2.69

SIP REEA:
o BREHRYELEMA SIP RSB, WEFEARS

i&%ﬁ'%\ H

. me

o TEMFARA
o HRMHRAE
o BEIEE

s =
o [HEE

ErRERRENES

RENBHRAS

BENRRRES

RERE— R B5NH 8

ETRENSTIEE

s RRNFE ETHRRERRNBASE

o BEEZ HLR T UM REELHTEE, ZEEEEESENRHGFA T E R TR
T, EERBETRESIRE ZEIGEBERENRESIIELT, HTEASZIREENXDTR
&R ECE LA

2 Ei-vo5 (BfT) X

C A Not Secure | 192.168.17.197/t
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ZESEISE

e Mac Hitit BRYFNEEA MAC Hbtik

e IPHEAR WEAMEIKE I, DHCP (B1753KEY) = STATIC (F#SEE)
o |PHbiE WY ETAY P it

o TIIEHD REHAIHFRERD

I ONTES W& A A AR St E

e FEDNS wEFERNFE ARSI

e JXDNS wEFANEAE RSt

2.3 SIP cE®E

SIP K SECETNEATRERSMERA SIP RESHil, KSHMERD, NRLEFEZFTEERSER
BEMNSPREBERGFERNREFTENE [EESIPHEBERS] . Y RKEXIFEN IME
Z=/SIPIKS,

miER [SIPRE] --> [SIPKS] #ASIPKSEERE, W TEFAR:

FSIP kSR E:

ESIPHKS
* SIPRRSSERtbit: | 192.168.17.83
' SIPARSS RO — 5060
*APID: 1026
INERP: 1026
5 192.168.17.83
SAEREED:  eeeens
* I RRRERT A (8] (%D): 180
*fE@thi:  UDP
Bl B
NATEI: XM
ERSIPREBERS:
BoaE:
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&ZSIPIKS 11RE:
#SIPIEE1

* SIPRRZS ANt 192.168.17.83

*SIPRRSEIRO: — 5060
“HPID: 106
MERFP: 108

15 192.168.17.83

AL #ES:
T EMEEEEE): — 180
* e ubP
BahiEN: =
NATHRZ: i)
B

&ZSIPIKS 2 1% E:
#&SIPHE2

* SIPRRSS A tthht: 192.168.17.62

*SIPRRSEIRO:  — 5060
*MPID: 58
INEAFP: 586

i 192.168.17.62

SATERBEG:  eeeeee
* R EEEE®): - 180
‘e8I UDP
BapE: 2

NATHIE: xH

B
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SIP fR558%: SIP BRE28 14 IP HudlF SIS &,
SIP BRE#8ik 0 SIP E9X R EHMY AR O

BFID: ARE 2R LAY SIP IKS S M1 S8,

INER INERIR A%

) SIP 315

TANEZRAD SIP IS 3V BYTAIE 254D

EAERSETE:  SIP BRE SR E A EMER AT E), BEKIAA 180 #,

SEZ ISV wEERMY, TTEIA UDP. TCP. TLS.

BahiziT: B/B/EREWNR, <ABNENETINEFARMNIRES, TREFTIY
W EEITARET K,

SIP BRIV LENNEACTHREERE, BB RLRE SIP KN ARFTTHFBaINE
I,

NAT &= EEMIZE NAT FBEEAAEXRSE, HEI%H STUN. TURN, ICE =&

EESIPRABERS: ZNERIAAXE, NRREEEENESEREEN SIPREBERS
B ER, BABIZINE, REL SIPKSHIZIEI.

A FFREBAEZKSEME SIP RESBMEETERBEEN SIPRARERSS
(NRFR7TEE PFMEESL) |, XANSELIZERS.

2.4 P2P k=

P2P IkSECETE AT A P2P MIIEE—/KS. P2P W —FA KBRS/ EME L, B
1 1P Hlk Sk P OY 4 Y 2 i Y —Fh 2 3 R BPAY 75 2K

P2PIlkS
*AFID: 102
Bl &
s
e MFID: AERMUNBRIEEFZSHE, TN ELFE RS,
o BEEN: =/E/ERENINE, XABHEWETEFARNIRS S, TR
R EEITRIRIT AR K.
o AUA: TT 1B/ X7 P2P FFIU R 55
2.5 FHGRG

FC & SIP FENY {5 FH AV 1BZ 4R A5
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RITRE [SIPRE] --> [FA%HIB] ANTNBEEETE.

BRI

G722:
G.711(Ulaw):
G.711(Alaw):

Opus:

LR RS HIRM G722, G.711lulaw. G.71lalaw. Opus FUFhEZ54RHE .
2.6 SIP SR KRE
L& SIP N — SRS

RiEEE [SIPERE] --> [SPEREE] #ASPSREEFRTE

SIPBRIEE
AMIRO: - 5060 +
*RTPFAIRO: — 10000 +
*RTPESRIGEO:  — 20000 +
* RTPEBRIETE(FD):  — 60 +

MERIEHEPE:  XH

SIPERINERRE:

=3

o AihimO: EEEMT SIP thUEEH At O
o RTPFRImA:  SIP ZIEREMAR RTP Rim ASEE&R/IME
o RTPHERumA:  SIPZIEREMA RTP Rim ASEE R K{E
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o RTPEBRIRY[E:  AISENEAXARE RTP RBIRES HHER

o WBERFHERX: HHBZHAXERAWE. FHEEFEREEFNITERAXTETLER. It
WIRERM T =ML, XA/BEE/BEN. BEERHMEPXAEZTHIREBENTBEEER, BE
RN X o] PURTE 248 h 9 SR g1 TIAEE

o SIP BEINERTE BA/ER. BRERTRENORFERTE, XEBM SIP BaINEINEE
RfIE M.

2.7 M5uxE (G&AF Ei-V05)
BiC B SE % AT M SR X 5 51

RERE [SIPRE] --> [PRE] #ARRERE

RTSPiA|):

* H264 BT 2R 96
Y ARSI 1500
EEHFR:  EE

MRS H.264
SEFEE: 1280%720
OISR 25fps

T3 1536Kbps

e RTSPif(a): FF /& RTSP 5[0 Zh8E

o H264 HEKRE: EE H.264 HAL{FEHMN payload

o EAFWEIT EREUWMAHGEMEFRNRAREHET
o EEMR: FCEMSIR, o ORI EM AR & M
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s — =

== SREE

SEEE
RELRR SR EANEE.

mtixE [SREE] --> [F2E6] #

HERHRERE.

=3t
pEREE 8 |
MIC B EhtEE:
* EENBIR NS E: 2 |
- BEEMEAEE: 6 |
RRIETE:
s PEHFEE HENHEIRNEE, BRIANE wWESEE0~9,
o MIC Bnhizs ARG #&ﬁﬂ@ﬁ@&ﬁﬂ%ﬁfﬁfu E.EéWF:'ﬁ?fﬁﬁli%Em
e EZRMNFE: HEZRNNEZE, MAEZEHNT7, BESEEHO0~9,
. ﬁﬁﬂiaﬁaﬂid\%% mﬁﬁzﬂlﬂﬁimﬁﬂlﬂid\ﬁ
e EMEREATE: HEBMBARIEGTEERKE
o IRHEIRITE: F e/ < AigR TS
32 Bk E

ZEATEERNRSNBRNEESE, M WiHkE, HFETEA, TERBAFHEXINEL

B
mtxE [RRE] --> [EKMRE] 1

X RIES

HANEKFRERERE .
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RIS

LIS

B IRRE R IEE:

S-S
K.

1000 b5 42 Bzh

e & 2 BA X P& 15 50 & A9 5T S 15
o PURFEXS Y A BE TSR0 (OF: ZEfER P2P IKS IR, BHES
o 3s E N & imAY IP #idlk 485040 101@192.168.12.252)

BRIRRERIAE: ARENHIFUE, oTNREFRIRRERTUEEIE

WAORE
SAORE
SAAE:
fih R AR
fRIRS:
* LSS
fi R W

TS

%K B

REZNHRERAZAD (DUN) BEERIE ZEOBETEESAERSE AARFTSRBTYE

=
o NN
°
°
°
°

i AR
A% S:
fil % SHD:
2R B8

L a=pl

FEHFSREFESEALNINGE

EEFEA LA/ TR (REHEEMRBEF) ik

FEMEHS, MRREEEESMANKIT— )5

AR IS HEN— S

o PUE ST VBRIV SO ITRL A OF: ZEEA P2P kSIS, BE
SR g E I 2Ly 1P ik A% Ea0: 101@192.168.12.252)
YgAEOfERN, TERFIEENZHEENR.

flan: REMARXATEL HWAOBTHSERETANIL.

gk e BT
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mailto:101@192.168.12.252

SR 23R

WMARE:

DTMF&:

* DTMFRE SH8: 1"

EERERAR:

RMESEMH: A

HE[/RE: F

4B RRE L

" FFERRT (B)(R):

o

o HIAfRA: FRE, YEZERFHFEIESHAREE L ERSHEE

e DTMFfitk: Fal@id DTMF FSftktd RESMHEE (FBE, EBIETE, IAET
% DTMF itk SR fit%k, BRIXIR5] RF2833)

o DIMF %k S%0: RE DTMF ik BEKRITHSH

o RIBRSME: FRE BEBIERSHERRE S L E DRSS E

o FRAZEM WEXNFABIERTS, TEZE [FH] o [FA] o [FASFH] © (K
%] . [EH/BIRER]

o A RA gpEsE (7]« [RA] o 18R]

o HEI e [(EREM] . [MEEM] . [BEHREA]

o FERS[E): R HRE ERMET NO (KFF) / NC (KH) BMED, ZETATE

B MR 3L I A 35 22 (8]

33 API®E
ZE AT A BMEEXN LR API A, B XEE ORY A5 BIRIRZSS 4k B 2 RS 31T
=z

BXaf). Ri/EHEn, mHak e RS RN E S

BHERE [ERERE] --> [APIRE] #HAAPIRERE

ZHMHARALTR | SRERE .



FlEFURLEHIZE @

BFN =0

*HEAERURL:  hitp://192.168.11.109/incoming.cgi?ip=3{ip}
I Bl

* HEHEEURL:  hitp://192.168.11.109/outgoing.cgi?ip=${ip}
REFE:

EEE:

HEFEHOHIE O

o IFMYEM URL EiFRE
FEFUPRZS A E AR AR 8IS HTTP GET W5 3KIFA— URL #bdiE, & URL st o] UE A — 238

BXRFA-ELEIER, flm:

Hip}k: W& LEEIAY IP HbdE
${mac}: BEHETHI MAC HbiiE
${ua}: LEIEN K-S

${number}: YR AV ERIE S

o ZKEBRE{F URL EIFRE
FEARE BIR S A RS il & @id HTTP GET 153K 18 A —- URL #b3lk, 7E URL Hbik o] PUE F—LE

TERRRA—LELFER, fHlM:

Hipk: WL ETRY P it
${mac}: BEHETHI MAC Hbiik
e APIZE
APIiZE
EIEAPI:

[EHAPE  http://192.168.17.54/api/sipphone?action=call&number=101&line=auto @

BIEAPI: http://192.168.17.54/api/sipphone?action=answer

EHTAPE http://192.168.17.54/api/sipphone?action=hangup
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HEFEZZAPI:
HHEBEEFFAPI:  hitp://192.168.17.54/api/relay?action=on
HEEEFAPI:  http://192.168.17.54/api/relay?action=off

B ERIERTAPL:  http://192.168.17.54/api/relay?action=on&duration=5

ERAPI:
FIGHERAPL:  http://192.168.17.54/api/player?action=start&id=1&repeat=0&volume=7 @

SSHEIEMAPL  http://192.168.17.54/api/player?action=stop

TFB/RM APHED, BITXLE AP O IXSEEL, &/ 6IRFn, 24 E RSB A=
GE=: A7 AP EOMNBAMS A, EROFREERAIMENME, MIXEFBMERXLE AP
BEONBEIEMEFENRE)

3.4 H#ERE

ZIUHAATEENHLRNARNESHRE RZTNURERNET 9 MMEFRNAEDL, S5
R SUR B =R TRT IR AR F SRR .
REXE [GRRE] --> [HBERE] #NABEERE.

HiEE
FEEhiEIE

FiE=LBE2000-65535
LR oER | IERIER
— M ELERNERRTESE N RR RN SR

fijcey S < ELE | & GPIO&®E:
1 239.168.12.1 2000 - Background-Music g =i
2 239.168.21.2 — 2500 + 2 T

3 239.168.21.3 — 3000 + 3 HRIA

4 239.168.21.4 — 3400 + 4 =

5 239.168.21.5 — 3500 + ] AER
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o RHEHR: B 1-9MMER, 1 ARE I ARS

o IHIEMbAL: YRIBH I SEE 4 224.0.0.0 - 239.255.255.255
o UmH: 2B #&im O SEE 24 2000 - 65535

o FEK: HiZARERIE B E X — I EBFR

e GPIO fillk: gEEF (FBA] [F] [H®RA]l [EA]
35 BERE

BRELHARGEMRNES.

REES [BRERE] --> [EZTERE] #FNEZRERERT.
EEIRE

BEIRE

ZEERETERTREERER P MUNAEANIES, ST REHEP XA MIES.

3.6 FHLH

FHXHEATHA BT LESIA 5SM MEMXAEI%um £, FBEMERE SRR API FHM.

HERET: &
BRl - IR B E LA FI X, RERE - fZe 1. $$

5ﬁlﬂiiﬁ$ﬂ?§ﬁi%5ﬁfd¢$ﬂ FRERMIBR IR A
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B LEE

B RiEZwavig !
HpIHE = ERIR: 5.1M

HEXEMIM1

BEXEMX M2

BEXEMXM3

BEXEMX 4

BRENEMHES

YRR ENRIA

YATRERHEIA

YATIRENHEIA

LANRENEIA

HENRENEIA

EREMG &

EREAY &

EREAYS &

EREAXY &

EREAXY &

TN HEmAA TR | ERhERE
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FHE. RRRE

4.1 MEIRE

Ei Xt~ BRIAE A DHCP Zh7S3REX IP itk BHE B T REREMAEME ) DHCP fRS#8 TIELE
B, ERPREREFERES P MUt oTBUE ShASHKE PRI Fahig B 1P, BRETEE
MEE-# 5 WRSBIREEDN 1P ik,

REFEE [RHZERE] --> [MEEE] #ANKEER®T, W TEMR,

Mg E
ThiE) 2R HTTP
DHCP:
* 1Pt 192.168.1.101
¥ F R 255.255.255.0
S 192.168.1.1
o | Manetane
* JRDNS: 8.8.8.8
=
o ihO)KE: ¥EE Web REMIARITR, HAIH HTTP F1 HTTPS
e DHCP: 7/3 DHCP 512 &K 181d DHCP RRS KBNS, SNHAFBCIEE.

4.2 BtERE
BENHHR R NR G,
EEigE
ZRIEf(E: 2021-07-12 13:59:29
-
*NTPRRSHEE: pool.ntp.org

BfX:  Asia/Chongqging
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o UFIAfE: EBRYANEEMNRGRE,
e NTP: {£H NTP A RFKEAT{g],

o NTP ARS#%: FRBUAT(E){5E FH AY 4R BT 8] AR 528 o

o BX: REERSFEAHNRKX

R YENRERFREEMABbEE BT FEERE, IR RENEFKEEE—MAR, BE5E
RHRGREHFASREIEZFHIESE TE.

43 &G

ERE R ENEX TR,
REXE [RERE] --> [E8EE] #ABNENEERH.

e S

BP&:

|BEES:

* FERE:
o [AEHD B admin KA BV E R ED,
o HTEAD BNEEAFERD.,

Web BIEFREBIARNH AFEA admin REEHIEH, BUAMEEA admin TTHEN RS HR
ENREN,

4.4 BT

S E BT EEREHRE M.
REEE [RERE] --> [EHAR] #FARFHRIA.

BEfFFHR

HBIARA: 51.0.0-dev

EffifdiE: 2021-05-24

ESARIREFENARRSUSSER&ERT, FHI1S0WEARMAEE BRI

W R

WXPEBILAL, Wl LiE
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o MBIHRA BoR Y BTRGFE AR A

o FEHAA BREE F—RRGEHAIRTE.

o MEHIRE IEEARANEFEEHTRE B R BHBRE.
o A EHREARNIRETEEANE .
ASERMEE

BIFZAE T NRIEERRGHIREZFIAL BCE.

REXE [RERE] --> [EBVEE] #ANEREELFTA.

ERAIER

W& ERIQEEREAE EER T EREE!

BE BRI &6 AT ECRTON BRRE, TRSRRRNRAAEERES!

RPAAEREN Web EIEABMNREHTAMEER. ERFTENNBARHN 10 WER, EBET
BfE R TTE BN A = E K.

ERENEFHTRELTRERE, TUEBE Web BEFEEA LT MBI KIZEZHRSTE (1%
RBATREAREIRLE) 3 WUEEERENESERT: "REHRE, RENEERFTHIKREH
TRE. MEH REBARFERARE, HEEEE.

WMEL T REFRFURNZR T iZE S BN E, MARBSBRRELTR Pt BAEAH
A IP T EANRE R RERRE Web EIESTE.

FRHRBEERIN, RESERENMNBEBENER.
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BHE RGUHEF

5.1 2
o] @R % PING Al M558 & kIR N & B8

Ping

5.2 MZEIME

MM B INEER A Linux R38R R MM A EIER £ 247 TR TCPDUMP, 12 TR 8] UM 48 2156
BIEETEER TRAUDITEE 9 —Lj8) .

P& e
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53 EEESN/FH

BIZAE T UBMNSEMSALSIRENEERAHTEENENMNRE, YRS IF
yaml F json BHAELHNEEXHFSATSE.

S
=3
FA
EBLARSANEELHED Hyamljson, AR, @EFPHAEEER T BUBEREBUNARNER
XTI, T %

L PR B 3% DHCP Option 066 A&7 TFTP/HTTP A EshELBERR

RGENANTE By, HMEIRI A DHCP iy, APA=Z=i3REL DHCP {5289 option 066 1A tftp
BRSaribit, 0 option FERIKEAKK, SEAMNTEHSEERSwRIEE XHIHMKZERA
STATIC BY, ASEEFRMSHERSHARELE XM, BEXHXIHE yaml 7 json g

B B X4 2 FRAE U )
1) MAC #lt FRE FHHEAE
QFEBES " #HHEEMBR., fIaN: 68692E290012

5.5 farl
BIZREET, TR NZES. EERMSBEESR/TETA,
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A

BN

E R R EIFRN

LRl

FraHN

® HE=RN:
o KB
® ZREIZH:

RETZET TR TRl 2, ERBRATHERSBES M.
AEIZIET TR FHaN %2, WEREHE FERULER.
RETZET T RNIRE, ZnthbE ST 4EER,
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