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1.1 =mN4E

FRBENKZRHNHEREET SIP IMUNERZhYHRE, THTEENH, E2RUERHE
s = iR HBENN AL RF.

Bl RIINBRHMH—HEOHES, FENHERITUEZETXEEHBEE MR, TLNHEK.
EEREYSEN O] PURIE KBRS HF RTSP MU E9SMED IP SRAGSKSCIL eI U ANl nEkzh, Bl K&, &
BREME RO RTSP A9 IP BiEk CER: ZWETELRSEREREMN SIP RABRERSE
) .

ET SIP VB ERIEIA K PoE X H, EEMNEXRHXHLImLEER, RTEXF PoE FIMNLZ
Bl semiRd, TRIMEEFSHMEAIMIL, RENHENBREEEEET —FME TN,

Ei RIIMBELHNHERECE T —HERHEEETANKSE, HBATREXGEEARGRERSHE
XY BARSA, REEENT) ST A I IE K .

Ei RIIMBELHMNHEmERE T ERFESBAED, RER/TRURTREHZEAD, KEH/TX
AT EFSHMTBEITXEESEFNRE. BEROYERS (NEOTIRT) | X
MEMEMETRBITRELIGEBZSETRARE. FRESHMATNEIYHBIETH
DTMF 55ft%, BEBIERSMATBE FRGNRMAGESHTIA . MIMENT R EQRT
EEAREANNBAEANIMETRTY FEH.

W LE 2B XS LR MIBEARRIEBE SIP BhaBERSG LI LRI, Ao LEFAHME=FH
SIP RS 28 35 E R TheE RN A

1.2 =it

FERASEC

o BEREIT: P40 £IMIKEFN L TT
o REE: 96+3dB

o KEXR: <1%

o FEME: 8Q 5W

o INA DEIVES &N
o HRIMSEEE: 100Hz ~ 20KHz

o HR BEE

o EmMA: 36+2dB

o EFRENIEE: 8 Bk

o B (IV03) : 1920+1080@20fps, 1280+720@25fps
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21 X BRH

W28 L2 B X L s BRIA®@IE DHCP B9 ERER 1P ik, EWHRIRANEEMN KA o] B DHCP fRE28 (40
B DHCP 3Bt HE L WS HEE IP #itk: 192.168.1.101) , HIRiE& A IRE 5 # L E, WFF%
BRESERY IR 1P HitE, EX TS IP A e & A Web IR R M.

WMALHNAPZMNEBERIITERE RENEERE.

EINAFE:  admin

BINBRRY admin
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SIP RASEA:
o EBREFENMENEMAY SIP ARSI, KSFLEMIRTS

REELR:

s HBS BRYERNEENES

o FE{FRRA RENERAS

o H{FRRA BENRGIRAS

*  aEiYE] RERII— KRB ()

o [HREE ETRRENSTIEE

s XRNFE ETERRERENGANTE

o REEZ EL UM REESEHTEE, ZEEERRBFEN KR IFE T BRI TE R

™, AERETRESIR ZEIGRBERENRSNEZT, HTEASZREENXDARB
A& unBC & U E
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Z Ei-Vo5 (BT) X

C' A Not Secure | 192.168.17.197/

FESESE

e Mac Hiit BRYFNEEA MAC Hbtk

o IPHEAR REMMEIRE T, DHCP (Bh7&FKEL) 3 STATIC (B#&ECE)
o |PHbiE W& HEIAY IP ik

o TIEH REHAIHFRERD

I ONTES & & A A AR St it

e FEDNS wEFERNEE ARSI

e JXDNS w&FANEAE RSt

2.3 SIP S RE

SIP K SEEETNE A TEREERSMERA SIP fRSasibil, KSMEL, NRLYFTESHFEREGER
BENSPRABERSZFERRETENE EESPREBERS] i, HRRKIIFENEM
BEZ=/SIP K=,

RiEEs [SIPRE] --> [SIPKS] #HASIPKSEHEESR®E, WNTEFRR:

FSIPIKSEE:

" SIPRRsEEsiEtl:  192.168.17.83
* SIPRRSS AR O] 5060
‘EPID: 1026
IMESP: 1026
fH:  192.168.17.83
IMERED:  veeeee
* FERRERET B ) (F): 180
fEMY:  UDP
EahiE 2
NATH#R=L XH
EESIPMSEBERR

BiE
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ZSIPIKS 218 E:

SIP fR558%:

|SIPHKE1

* SIPRR S ER it

" SIPRRSS R O:

* AFID:

MERF:

AIE#EES:

* PR ERe g ()

* fERmlL:

BaEhET:

NATHZ:

WiE:

W|SIPHKS2

* SIPRR S5 B2 ithiik:

* SIPRRSS 2w 00

T APID:

AR

INEHES:

" A AR ) ()

* fEWN

B ahi%oT:

NATHI:

SIP BRE28 14 IP HbAlF SIS &,

192.168.17.83

106

192.168.17.83

ubpP

H

*H)

192.168.17.62
= 5060

58

192.168.17.62

uppP

Ha

*H
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SIPRE MO SIP AR HNAED

BFID: FRE5 2R LAY SIP IKSE M1 51,

IMERA: INERS A&

1 SIP ki

TAIEZ R SIP K-S X4 R B TAUE 2 AL .

EAHEBRTEE  SIP RS R AV EABE R RS (A, BRIA 180 Fb.

2 wEEREIY, TEDUA UDP. TCP. TLS,

BEENT: =/ B/EMEWIE, XABNEWETINEFARMNIKRKRE, TR EITTIY

W EZEITRIIRER AT

SIP BN & LYENNEIETHREERR, EATYRGEE SIP k8N AR THAESNE
I,

NAT &% : WEEFEE NAT FEENFAEXRSE, HFIXF STUN. TURN, ICE =FHEZ
EESIPRABERS: ZNERIAAXE, NRREEEENESEREEN SIPREBERS
R—REH BARIZNE REESIPKSHIZEI.

A T B SEZK S EME SIP RS2 MEEZISRIBEN SIP & B SRS
(NRF BT EE IPFMEEHL) , RANSELZERS.

2.4 P2P k=

P2P IkSECEEAT A P2P HIIEE—1IKS, P2P W —FMA KBRS SHXENE LR, EiZB
1 1P Hhd1k Sk P OY 4% A 2% i Y — T 2 X s PR 77 K

P2PIkE
*BFID: 102
Bl &
HE:

A ID: ERUNHEERETZS58, THNSEAFEZTRS,
BanfEiT: =/ B/EMEWIE, XABNEWETINEFARMNKRRE, TR EITTIY
R EEITARE K,
A FHia/x7# P2P FEIY AR S5
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2.5 EHMGHG
& SIP IFIY G B S HD.

REXRE [SIPRE] --> [FRKB] #FANTARBEERH.

EMiEE

G.722:
G.711(Ulaw):
G.711(Alaw):

Opus:

LVRRGHIRME G722, G.711ulaw. G.71lalaw. Opus FUFIZINLRAD .
26 SIP BRKE
E SIP hiliI— 5K SH

SEHEE [SIPIEE] --> [SIPEREE] HASPEREERT

SIPB&igE
RO — 5060 +
* RTPFAIRO: — 10000 +
*RTPERIBO: — 20000 +
* RTPEBRIRSIEI(#D): — 60 +

MEREEPE:  XH

SIPEHNERTE:
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o AHiimH: Fc & AT SIP thilGBER A O

e RTPH#RIHA:  SIPSIEHRFEAR RTP Fim AScE&/ME

e RIP#HRimO:  SIPSIEHRFEAR RTP FRim AScERAE

e RTP@RIESE:  FEIREMBIRZERE RTP RBIEESHIEN

o MERFENX: RHMEAXTEHKE., FHESEEESFUYIERBAEXENEZAERSE. It
NeeiR Mt 7 =g, XA/BEE/BEN. BERSEAXAEFHECENTEEER, BiE
R BN X o] AR IR M 28 Fh 49 IR T2

o SIP B ERTE: BRA/ZER. WERERFRENARFERTE, XEBH SIP BaINEIIGE
A& A .

2.7 R E (IE&HTF Ei-VO05)
B B SRS SR £ 55

RERE [SIPRE] --> [PRE] #ARIRERE

i E

RTSPifi]:

* H.264 5028 96
Y BAEESTT: 1500
EEMRE:  EM

MAMLEES: H.264
= 1280x720
W% 25fps

3% 1536Kbps

e RTSPiA[a]): FFJ5 RTSP 35[0 ThE

o H.264 FHiEEE: EE H.264 HE{FHM payload

o HRAEHHEIT EREUMRHEEMEFNRAEHET
o EEMR: FCEDSNAIR, o Uk 3575 M A0 57 o 7
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E-E. SREE

FEEE
RELHREMERANSE.

REXE [BREE] --> [F2RF] #AFERHEENE.

SR
GEmEE 6 +
S 7 POE EmER TRV FESSE 0= Sl 7, SNAReSHEEER
MIC B zhi8%s:
- EHEES SR - 2 +
- EmEEAER 6 +
T
=ramine
s PEHFFE! WENHLRNZE, BMAZEN 7, RESLEEO0~9,
e MIC BafiEzS RFES #E?E%iﬁﬁzﬂlﬂﬁiﬁﬂi ENERADTERRNEE.
o EZmNFE: BEEZRNHNZE BRINZEANT, 1x§§EO~9O
. ﬁzﬂiaﬁﬁﬁid\agi BE BTN /E@Ei/]\1§
. Eﬂ%ﬁﬁ =8 REEIARIERTRERAE
o IREHRETE: B/ MR BR TS
. %%Eﬁ%ﬁi HREEHMENBETERIINEN, NI RESEESRE
3.2 BEXahR B
BHEERTERERERIE., #FEFHAMNTEZE SBR[ FIET, 5HFNEE->EKNEENH.

NFiRgmiE, o UERSREECMAFNSE. B, SR TRMERER, SPgErFmizss.
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REnE

BREDEE | —Eru
EssiE: b5
BrEE T ER

o IRBINGE:
o BHH:
o ZLRK:

EREEMRSAETER (] o [HTTPIER] « [BEREH] .
IR BRI T IMBRAN I IR & NRS .
R ERTHREEIRNAER LS. (OF £/8 P2P &HKITH, 1HEHKR

HZSH0 P Ak, %0 101@192.168.11.123)

o BRETHRBIA

e HTTP URL:
o FHAHF:
« HEE:
MAOEE
BARE

BARE:

fRE:  TEE

RlEIRS:

* R SE:

BB EIT:

BBEHEIEE, APTMBEERETRAERBIENBIE,
Fe ELEALA A9 APl URL Hhilt,

o B BNt & F9 4

Fo B R Bt & I E I E 8 R

%I BB

BREZHXHREEAEZED (DIN) BEERE ZBEOBREUTEREAEESR BARFSRETLE

Do
o AR
o fRAARI:
o fHARIRS:
o fRASH:

FRBFEREFHESMAQNIEE

R LR/ TR (RSHEF/RETY) itk
TEMEES, WRRBEEFESHANKRIT 151
AMERSHIFIHN—S15
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o LR o PLUEFEXN V&R SHETMA OF: EFER P2P IKSIEME, 1E7E
S hIEE I &imaY 1P #idk 480 101@192.168.12.252)
o fRAZTIN: LM ANZEOfAR, TEFIEENTREBER.

flan: REMARXATEL HWAOBTHSERTANIL,

%% B
MRS
ITEEFME AER
IrEsSmE AER
DTMFRRE:
" DTMFRRE =5 1"
EER SR
BESRE: BA

BEMA BESEATERRERBENOME, BTREGEMAT R/RE BRAT.
EEABFETRNESEITERGERHLNME, BB RAESHE .
BEM DTMF ESEA TR HEAHENME, WIBHEE DTMF S8,
ZEAFRSESHEUEATERAE R LML, WEEFFHELE.

o TRERMA. ZER/AR/RN/AEA, BRLETEAER BE RNALAZIRER

o RIREMEA: ZR/AR/IRRK/ARA, BRLETUSE BIREF B ALAZIRE R

o HAfA: FRE, HEWREIHRFEREShAERHEURSHRE,

e DTMFfitk: FialEid DTMF FSftktd RSN E (FBE, EBIEPN, NAET
%€ DTMF itk SR fin%k, BRIXIR7I RF2833) .

o DIMF %k SH0: RE DTMF itk BERITH ST,

o BIERSME: FARE RBEBIERSHEMMAR L EDRSHHE,

o fAAEM: WEXNNABIERS, TINEFE [FFE] o [FFA] o [FEASFEE] o (K
%] . [HEBABIESR]
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WmEORE

WhiEE
aEdes:
B RS
* EEEREED): | — 5 +
o MRAREL g [F] o [B’RRA] o [1BR]
o HEIU TpEE [EREM] « [KEEM] . [HFHEAL)
o FFLEhia): AL RE ERHET NO (KFF) / NC (KiF) AMEA, ZEmA TR

B DRSSO I Ay Fr4e R )

33 APl RE
ZHE BT A BMEENHEuwmE APl 0, BidX s ORISR S@IRRST 4R B s RS #H 1T

BXE). R/AadiEn, R4 E S RSB E

SEFERE [ERRE] --> [APIRE] #HAAPIERERA
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FEHURLEIEEE @

EFN =

*FEAEIFURL: http://192.168.11.109/incoming.cgi?ip=${ip}
I EEn:

* I ERURL: nttp://192.168.11.109/outgoing.cgi?ip=${ip}
MEEE:

SN

HEFEHORZE O

o PN URL EIFEERE
EFUPRZS E BSRAR & BI HTTP GET 153KiFA— URL #bdiE, & URL St o] UE A — 23

BRFA-ELFIER, flm:

${ip}: WELEIAY IP HodiE

${mack: wE&ZEHY MAC bt

${ua}: LRI K-S

${number}: LRI AV ERIE S
o ZREEIB{EM URL BIBFEE

TEGREB IR TR S il A @IE HTTP GET 153K IE A — URL #bilk, #E URL Hbdik A o] U4 A —LE
TEXRIFMR—EYFER, Blm:

Hip}: WEYATAY IP it
${mac}: W& L AR MAC bk
e APIEE
APIEE
EIEAPI:

[FEHAPE:  http://192.168.17.54/api/sipphone?action=call&number=101&line=auto @

RIEAPL:  http://192.168.17.54/api/sipphone?action=answer

FBTAPL: http://192.168.17.54/api/sipphone?action=hangup
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HEBEEAPIL

Y EFFAPI

HRFEEIFAPL

Y FREZRERTAPI:

BHAPIL:

FHG AP

ESFIBBAPL

http://192.168.17.54/api/relay?action=on

http://192.168.17.54/api/relay?action=off

http://192.168.17.54/api/relay?action=on&duration=5

http://192.168.17.54/api/player?action=start&id=1&repeat=0&volume=7 @

http://192.168.17.54/api/player?action=stop

FFB/RA AP O, BIdXE AP O] IXSEHL, Ri/4=BIRn, 2R s RSB E &
CGER: AT AP EOMNBEATZ AY, EEOPRFERIMENNE, AIXEFBRERXE AP

EONBIEMEFENRE)

34 HERE

ZEATRE BN ARNESHRE, RZTNEERNER 9 MMEFRNAE L, SR
RS SR 2SI TR B M FHURIERL
REXE [GRRE] --> [EBFRE] #ENABKERE.
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HIESE

EEhiEE

FiERLBE2000-65535
(LR oERs | IER1ER

—NEERNE IR ST R EN RN SR

{7 SIS g0 Ein GPIOg: %
1 239.168.12.1 2000 - Background-Music A-BEHR
2 239168212 - 2500 + 2 FF
3 239168213 — 3000 + 3 A
4 239.168.21.4 — 3400 + 4 [=
5 239.168.215 — 3500 + 5 EN=
o fRFLR: BH1-9M%ER, 1 I8RE 9IRS
o AIEHbAL: AR HETEE 2 224.0.0.0 - 239.255.255.255
e ImO: A% O SERE D 2000 - 65535
o FIK: MZAEI B E X — M BFR,

e GPIO fii%: gk (AEA] [FF] [HwA]l (18R]

35 1BEFRE
BB YRR GERNIES.

REXE [ERRE] --> EERE] #NEZTREEESE.

BEIRE

ZIEERETERTREAEER P UM ERNIES, SRR RERXMEXHMIES.
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3.6 FHLH
EFH TRV AP BT LEEA M MEIMHRILR L, FHE HAERFESER AP ZHCHE.

o R 2. $$

G HHREFFE LN SIS, RER

WA

=
THR

AN B SRS A AT FREAMIBR Z A

i LfE

B RiESwavig !
YRTH R ERIR: 5.1M

BRENERXA LB E R EIA EOETH o
BE B2 UEHRENBIA ——
BEYERAXHS HBTRENERIA BREEHE o
BN B4 LHHRE RERIA EREHLE &
BEXERXAS L BTIR E R BRIA BEETE &
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FHE. RRRE

4.1 MEIRE

SIP JHEMI L T BUIAGE A DHCP ai7S3RER 1P Hbllt, BHBERA TR EREREMEHH) DHCP fRE =%
TEEE, ERABTERE EMNEREES (P Hill oTBUH ShZAFKE P ARG TR B P,
ENETEE+HEE-8 5 WRSBRZEN P #ilt.

REFHE [RFRE] --> [NKXRE] #NMKZEERE, NTEFRT.

Mgz E
WEKE:  HTTP
DHCP:
* Pttt 192.168.1.101
“ FRRER:  255.255.255.0
* 192.168.1.1
* £DNS: 114.114.114.114
* JRDNS: 8.8.8.8
=
o iplEIKEY: &€ Web FREAIIFERITIIN, HBISH HTTP 0 HTTPS
e DHCP: FF/2 DHCP & & 461813 DHCP fRE2EHBMMNE S, BSNHAFBCIEE.

4.2 BYEIRE
BB BE SN RS,
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EERE

LRIETE: 2021-07-12 13:59:29
NTP:
*NTPERS53%:  pool.nip.org

FfRX:  Asia/Chongqing

YaThta): BRYINRENRSZRE.

NTP: {F NTP AR FKEAT{g],

NTP BRSS#8: FRBR AT (a)15 FA A9 4% B 8] AR 55 2%

X ®EEEFEANNX

AR YENREREIREAMAYE B E BT EERE, IR REMEFREE—FfAR, BE2%H
RHRGREIHFASREEFHIEE TE.

4.3 BHURRL

ERERIRENEXERD.,
REXE [RGERE] --> [E8EE] #ABDENEERE.

B2
BPa:
* IBES:
: HER:
* [HE B admin K P IREYE R HD.
o W WMARERHERD.

Web EEFEAIANE HAEA admin REEHIER, FIANERLA admin ST HAESINIRS T &R
KEENTEM.
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4.4 EHFE

S E AT EEREHRE M.
REEE [RERE] --> [EHAR] #ARFHRITA,

EHER
SETREA: 51.2.0
EFedE:  2020-10-14
B
s FHE T REA SIS ENSSHEERT , S 100 EHE=aTESa RS
EEHEE:

B4

iRl sims EE

L HThRA BRER RGP E AR ARAR .

ST (8] BRiRE L RARGEHAR[E.

MEHRE IEEAAEANESREHATREL RENRIE.
] 1 REEFFRLREFTEEANE LS.

ASERERE
BZAET MIREE R SR RE T BRIANLERE.

REXE [(RERE] --> [EBTEE] #AEREELTIFE.
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FRAEE

T ERREETIATAIE T TR BRI |

T EERERSEREIEE T BEE | oS ERERFEEEER:

RPAAEREN Web EIEFAENREHTAMEER. EEFTENNEAREN 10 WER, EBET
BfE Rl DT A B A E S K .

AEFENREHTREL T RERE, Tuﬁwa&ﬁﬁﬁ%ﬁ@TuﬁtﬁﬁﬁémRﬂ%(ﬁ
RBATREABMIRL) 3 DN EEERTEFRR: "REHRE, R&BERFTMKE L
Fﬁﬁoﬁgﬁrﬁﬁﬁﬁ%%ﬁ%Fuﬁ,m&ﬁ%ﬁo

WMEL REFRPURNZR LIRSS BN E, MARBSBRRELR P it BAEAH
A IP T EANRE R RERRE Web EIESTE.

TRHREERIN RESERENNBBENER.
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BHE RGHEF

5.1 2

T INBIT IR & PING HAth W82 & RERBR M Z&ES R

Ping

5.2 MZEIME

MM B INEER A Linux REFH5R ARG EIERE 247 TR TCPDUMP, 12 TR 7] UM 48 2156
BIEETEER TRAUDITBE 9 —Lj5) .
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P& e

(LR

53 ESNZE

BEIZAE T MBS HNSAYIEENEERAHTEENSHNRE, SEKXF
yam! 1 json B HNEE X HSAMSE.

S
=3
A
EEAFSANEE L HET Ayamljson, SARE, g ETNME EE#TAN BIEEHEE LN BERNEE
BHEEIAL, At g

LRI ZR Lt $F DHCP Option 066 MEEZS TFTP/HTTP MM BRI BT
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RGEINERTR, HMEZRN A DHCP i, FPASZIRFKEL DHCP {58 option 066 {£24 tftp
fR&#&HE, %0 option FEEFBMAM, SHEAMTHISEERS BT E XHF HNERIH
STATIC i, BASEEZEFABRSEERSSHBHENEEXH, BEXHFIHEF yaml 1 json AmFAFIEZ!

Be & S B FRAE AL
1) MAC it PR EFRFE KRS
2 FFEES " BEEMBR. #40: 68692E290012

5.5 Farl
BIZREET, TN ESR. EERMSREESR/TEETA,

i
BN
FrgHE
ERAEFEN
FHEHEA
ke 3
® FEasN: RIZEM TR FREN R, EEBEATHESRSERam

® XRMEIMEN: KEIZE TR TRl %, NEREWE FERNER
® ZkeEHmRN: RETZET TR RN 128, LinhH{ESE9EEE.
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