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i Hy 24 B,

EE:

REE

R

4 CooVox IPPBX £ 4 65 DHCP JR #Z 5l, %R 42, 1] 7] X H At DHCP IR # B4 Fi5 78 E &
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A 2N -F £ — 28 1] 25 7]

FiAT il IPPBX 4 449 DHCP JR 4~ 7 5L 2] P X bb#) ) 254% & 42 e DHCP R4 % 7 @ #) DHCP
EEHI AT BT, T BHE.

DHCPERiE

AN
Al

1y
4
=
I]I

00:38:59:F5:der93 192.168.12.151 00:00:25

=
1£56

iBE IP ML AR G o AL T VA ik DHCP IR 4 8 8 B3k M A 48 2 0918 &-A KA 5 BBl — AN IP Ak,
W —A P HAR G IR EZR L ZEP 0 MACHIE R E 2K GO IP XL, 2T BHF.

el
£R l HE3
MACHEHE l 88:69:02:35:25:1D
g=p [ 2 2

o LB RT T, RAm—ANIP HAEZ IR EZE, 192.168.12.152 i ANH LW 2 A B4 MAC ¥
% 68:69:02:35:25:1D X A% &

7.4.6 SNMP
& snmp
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= C B/ RE | SNWP
SNMP B

Ris

=n @

R public

FHEE 192.168.1.0

CTRKE 4

s
=
& | EE
iz T & & A K H snmp
R WEARE
BES snmp LAE#) 4
7.5 ¥R 44

CooVox IPPBX A 4T VA8 L of #8977 X4 M P A £ IPPBX A AT 89— L E RO il ke, e
SHELE

EEETREL SR P, FHALH AELIER IR, ARAERZRARNP KEALFH
7.5.1 MR F BEE

FFHE IPPBX A& LA 096, HAE RIS AP BB EGIR S B R BT
B RG-SR S >WAR S BEE R G, o FTAKFE.
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HRFRSS AR O

ahElREE @ 163

*SMTPERSS82 @ smip.163.com

OO | 465

ss,e @O
“BiE @  jeson012@163.com
* EE‘EE (7] sessssassssvssan

CooVox # 7| IPPBX & v3.x # MR A PR T — 2% A ¥R IR 5 7 69 SMTP AR 4% A4, A
FREZLRBHERNGNAIRSE, REWMAMERTE LT,

HRPAR 4 398 E AL 40 T
A AR wAA

HRAH R 4 HE—ANES RGBS B, FHAFIAI G, MaFL,

SMTP IR 42 | SMTP K #F IR 4 &S e H hk, Hlde: W B 163 ¥R 48 & A 49 2
smtp.163.com.

o SMTP JR % &4 M 893 , @FH 25, JeR SSL/TLS Mm%, 4 A%
o 465.

SSL T B K%M SSL/TLS #e % .

R AR FEA R R T R E IR AR S dg R A K5,

CL) KR A K5 AL,

$o RAR 87 W1 IR H B AR TG SMTP IR # LK, WP L FHRERE 4 R EFETF 5 T4 7 KR
F7 G IPPBX £ 4 _E B E H1& ] SMTP X IR #-.

135



CooVox T &% IPEEXHYEERA AFM

FRAREETGTANAAGE, TALERE>SHHRS>EFT G T2 4R ER & 74 X1

= C EB&/ B/ OEE

i
F\Irt

EE ] © &

HE SRR
=gz o @O
BEHTEE  IPPBX New Voicemail Notification

HERE Hi S(VM_NAME} \nYou have got a new voicemail from phone number (S{VM_CALLERID}) at ${VM_DATE}.\nSent by IP Phone System.

TR | ${VM _NAME S{VM_DUR} SIVM_MAILBOX} ${VM_CALLERID} S{VM_MSGNUM} S{VM_DATE}
zzmno @

K EAMAEY T,
AR ‘ PR
EE QTR AT TR RENEEG T R
#
o PR AL EE G T ke )R AL, TR
EEE EEG Tl ke e B, T
¥ WP E P T LG R — T E, A RIE S § S M — L e
15 8 R AE L P,
WA RZEGTH£ | REHG T HMM AR 09 XA E L HAA P

FEEG T A RAMITE, N E T ARG R P 2L E T, AL RERH

il Fa,

7.6 B

7.6.1 Ping

PING (Packet Internet Groper), B4R &K% %, B TARKMLEHEZHAZA. Ping X
i#% —A> ICMP(Internet Control Messages Protocol) Bf El4¢ B 1z R4z 80 & & iF KK
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B2 B MR IRE R TR T A 24 ICMPecho ICMP @ R &), €2 RAXRAERLERT
B RA P kA R a4, BT “ping” 44T AKIOAT M &4 &

® A EIAA

LT,

® Nl AGENRE.

& RLAEARE

eI %,

LR A>HB->Ping RdE, AP TR “ping” 44 #THEHE:

Ping

IP hoitEkiss ¢

baidu.com

PING baidu.com (22@.181.38.251) 56(84) bytes of data.
181.38.251): icmp_seq=1 tt1l=52 time=35.6 ms
181.38.251): icmp seq=2 ttl=52 time=34.8 ms
181.38.251): icmp seq=3 ttl=52 time=34.7 ms
181.38.251): icmp_seq=4 ttl=52 time=35.7 ms

64 bytes from
&4 bytes from
&4 bytes from
64 bytes from
--- baidu.com

220.181.38.251 (228.
220.181.38.251 (22@.
220.181.38.251 (22@.
223.181.38.251 (220.

ping statistics ---

4 packets transmitted, 4 received, 8% packet loss, time 4dms
rtt min/avg/max/mdev = 34.685/35.206/35.734/0.563 ms

f REBHI FIAZKR ST IPHISIZE, SE R,

EHBGER,

7.6.2 B&WIRIZ
Ho SRR RIRIF R O R R AR O ANIEAE, B 25 R P @46 MK 69 B 1] (ms) e
BANLAR (o 09iE) AL IP XA,
EAGSHW>HBERET G, AP TUAHAD 6 IPRILIIRE, S Fi oy
B, e T BT,

RRERIRER

IP ttbibali= * baidu.com

traceroute to baidu.com (39.156.66.10), 3@ hops max, 60 byte packets
1o %k

192.168.7.1 (192.168.7.1) ©.888 ms 1.535 ms 2.867 ms

182.148.12.1 (182.148.12.1)

9.417 ms 9.652 ms 9.952 ms

118.113,238.225 (118.113.238.225) 10.424 ms 118.113.238.221 (118.113.238.221) 11.020 ms 118.113.238.229 (118.113.238.229) 10.706 ms

202.97.98.125 (202.97.98.125) 39.678 ms 202.97.78.181 (202.97.78.181) 34.288 ms 34.854 ms

2

3

4

5 171.208.199.205 (171.208.199.205) 13.484 ms 171.208.199.93 (171.208.199.93) 11.371 ms 110.188.6.69 (116.188.6.69) 13.781 ms
6

7

8

202.97.17.62 (202.97.17.62)

38.394 ms 202.97.17.90 (202.97.17.90)

37.302 ms  36.516 ms

221.183.95.173 (221.183.95.173) 34.302 ms * 221.183.86.49 (221.183.86.49) 36.307 ms

7.6.3 R&IRE

RE-SINUEZN -5 8

9 221.183.94.21 (221.183.94.21) 34.614 ms 221.183.94.25 (221.183.94.25) 38.616 ms 36.929 ms
[P

11 111.13.188.38 (111.13.188.38) 37.23@ ms 111.13.8.174 (111.13.8.174) 36.285 ms 37.656 ms
w o ok
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KFEE I LT EBIKT RRA AN VoIP w3 F ik LA — &L =44,
LRAPFERRHRAREINCE, TARES>STE>SAEINECR T, 4T B F.

= O E&: o/ EE ) FEms

k=il INe

=0

all
wan

lan

B P& EARIE IPPBX 6930 FH L (gL 5 MR RANARLED) e BRLED, KRB S&
“FFa&” ARk iTING, LR ERG, S& R it WHREA AT EAINO L
# (U pcap AE %) 2 A Efm £, B P Tidid WireShark ¥ T B xfIREL £ 89 548 & 34T o
.

7.6.4 EPEEINE

B W% 848 F 9952 DAHDI Monitor T £, % T AT A&t IPPBX A 4692 PEE B #/7I0E, IR

FLE 6943 5 7T VA4 ks 2 A

BB BT B TR E &) AT VAR T oA AR E b Asterisk ARl e £ 3£ 6945 5. GBF T WA

eI RS- B2 SGE S IF S A 1 o B o

BB BT AR B AS R AENE 0 AT, flde, 40X 355 FXO @@ EREEFHIEE
T, TARE o’ A “FXO-35", E& ST ARSI, 4o T BT,

=0
s

ErLEEia fxo 35

WOFIEZ )G, I EZT MR35 5 FXO ofir— vt k, RE ohahts, #1123
W, AERA 3 EL4RZE, A& BT dxda, WHREBA AT RFING B F G EL
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& (Mtar HB4E) B AM BIn L, i#@id WInRAR T A R4 LM )R, MRS AFH 4T
B P e mAS E & 47 5 A

I_,gst:reamr):.raw 73728 73,728 RAWfle 2018/3/28 15..
|| streamtx.raw 73728 73728 RAWfile 2018/3/28 15...

HF, streamrxraw XA H IPPBX A ALK B GMBRE L XBEMIRESTETHE w
streamtx.raw X4 IPPBX A %542 iz w6 AR E T E T, 2ok e T w5040
#, EEZRAFTMHEHME A streamrxraw LH.

e REZ, AP TR X R EL A E B RARIHFAANF KF Y.

7.6.5 Asterisk CLI
TR asterisk cli r 4 Z A RS H T# &R P RAFRZS RAERH 0, WEARKT core
Fe pjsip A X RS E A G504,

= C EF#& / 2BF /[ Asterisk CLI

Asterisk CLI

Asterisk CMD | pjsip show aors

Ao RO ST s SR s s s TR B R > <MaxContact>

Contact: <for/ContactUri........ocooiiininninnnnnnnnnn. > <Hash....> <Status> <RTT(ms)..>
Aor: 168 1

Contact: 108/sip:108§192.168.17.122:5866 72b1e53785 Avail 2.318
Aor: 161 1

Contact: 161/sip:1081@192.168.17.122:5860 8327587aba Avail 2.376
Aor: 182 1

Contact: 182/sip:182@192.168.17.122:5868 2a28eba3128 Avail 2.452
Aor: 183 1

Contact: 1@3/sip:183@192.168.17.122:50860 ebf4c19828 Avail 2.508
Lor: 184 1

Contact: 104/sip:104@192.168.17.122:566@ 1e5@f45a74 Avail 2.571
Aor: 165 1

Contact: 1@5/sip:185§192.168.17.122:5860 8ec91fal3o Avail 2.334

7.7 ZE&F

7.7.1 B K&

CooVox A 7| IPPBX #A A E 6905 K3, F+BA —LKNGL LK%, —HRHEATTARE
B B 5 KI&HLI) Bp 7T 52 9Lt IPPBX A th5 A5 47,

LSRR R PARSER AR, AP TARBEERE A X E—L 8 8 L% R, &R
PN 698 B e RR>REGY >0 KR @7

e R & T B P T I R B K R — L e 2R 8 R, B LT # R B X3
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=3
= C Ex /2P B
mese @ Eif Fing ©
| R (D) GecIP @
2R A
P S BLEA
&5 K3 T RER B KTk, BT R&EL2HATRE.
# 1k ping FI RN RAAIELA B L A8 PING #F K.
LA R, B Web 2R & T A7 RSN, HAprA R HARAm L

ik, R P L IR R R AL PR e Ak P R R A 5 F Ak
A Fe4FN) F REEF R R IPPBX A0 LT, EiEMR
A

Geo IP ARAEE KA X 69 IP ML BOR IR R AZ 4R AR E FK3F R 489
%A, GeolP BRI R “HLPAT FHAEK, PTAAT HK
Y5 ZAERTH, RRT Hw—LEE0E RANLER AR
FARLR o 5 Ao AR 1 2537 19) R 45k - 99 AL
o ERAAN

ABRAN P, AP TUAEEAFRMIE—A P IR K%L E IPPBX £ 469813
%5k 0 5 HATIRA].

. T U
S e’ keda, B R B KA, 4T BT,
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7= x

*EZFR dropl

CHIE® B

*HHL @ | TCP/UDP

1P itk & 19.123.16.91
FRER @ 255.7255,255.255
Mac #ihE ‘
R EARFGLA T,
L AR AR
P A K3EHN % B —A& AR B T #17.
A REZAN A A F BB GRIHRA,
L f#rirL UDP. TCP. UDP/TCP &% IP, UDP & TCP & &3 %
YER IR Faa, PN REZ3 T AE M6y IP duht,
IP 3, ht HLI B A B &G P bk S R 443 bk,
F R 3 IP 3 bk 3 B 4% 3 bk 2 569 F B 464D,
5 H BT AE R 6955 a5, Bl £BA T HLN AT AE R 69IR 5K AL,
MAC Ho, bt T V4E B MAC Hohb X 2 IP s bk, ALRTF AR —ANBRRA T &
A
o AFHGA

CooVox IPPBX A 44t B fail2ban $fF NZAM, iptables 4 F K& ZAEAT R KK & 49 IP.
Eod R dedr, Rm—F QS GHAN, 4= T BT,
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A in X
Z#F | udp
* ym[] | 5060 =i
Y @ | UDP
=@ | 100 =
*EfRE® | 10 e
EiE B2
X E AT,
P A S BLEA
o AR 1% E AN 69 5 AR,
3 PN T R #9552 5, BB ARR T AL AT R A9IR$ £ 7.
Wr L HL) BT A R &g, UDP & # TCP L.
& 45 B 1] AR LR E
8] % FlRd e mE i E g ().

B B G A LI 7T VA e TR 2 Y B ] 8] i 1), 48 € 690 43k o AR T 69 B ik &, AR a4t
P LM EF, A IRF AR 555 2 4838 Q8RR TR 285 iz ks,

7.7.2 N4

2 SIP, 1AX2, SSH A% Web (HTTP) JR 4%, CooVox %7 IPPBX & 4#]% T BN AR IR

F AN,

AP T ALERE>REGY >ANRRY R & AT E A KA B LA,
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E C EF / w2iF [ NBEP
SIP N Bl
SRS
ErEEaE 0
MEatiEEy) ©

=AY ©

[AX A SRR E

MERETISE

EAERAE 0

et @

=R R G @

Web NSRRI

M EREINELE

ExERRM O

MEETE) O

S=ibFEE R ©

60

86400

&0

86400

300

86400

2z
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SSH A TFIEAE
reemnss @O
EXENAED 5 —_—"
WmsEE D 300 —+
ZibmiEeriaEn @ | 86400 -+

ANAZ A ) Fer 5 018 B A BBLAA.

AR ‘ #9A
NAR AN Ao By o FE | FF ) R R NAR AR Ao I B FF %, HEBUBRIATT
#
%k E XA R % B A AR R K 6 R
5 % K E XK B A AN B ],
ok PR (F)) | MR AGILER I AL R K ER K A ik ik R Bk iy
7 %R B 18] [ B4

773IP 2t ¥
AG>2PO>SPRLERN AN TIETHAREANAZRIT LN S IR E G IPHAET] £,
S P 84 B AMBRY T @R 62k I, ARG AAKAMGHEE, 225
AR T A MIR4EE. H9F, A IPPBX A 4B 25X XM 0y IP LadhF =,

VOIP 185.40.4.70
VOIP 198.37.83.214

vOoIP 104.255.71.182

i
it

do LB, IPBGE T 3AIP AR R 2K & IPPBX A4 AL KRR,
JeRAFEST —RLEHA, AP TFHMBABBRH L.

144



CooVox T &% IPEEXHYEERA AFM

7.74IP &%

CooVox IPPBX A%4M B 7T — &N AHN, FA6NR IPRFAHK AL AT TE IP
Hopk, PIATEGN R P Ao REF IR G ZAE IPHAM ALK R TG, RTEH P A
WAEZXGE AAEERFNHZRBEMZEH LM AAIINELE, A—HEZAZLE
P ag R hE W AL A 35 17] CooVox IPPBX R4, w T AZ4E a9k 5 RAA V4 LRl A CooVox
IPPBX A& FAMIPOLERATMBEALEAN, ZEIPOLETULAKXMERTEH
B3t IPPBX £ 4495 4.

e B X P OLETERE>RETS>IP L ER BAATRW, o T BHF,

700 X
fZTR ssh-in
*IPiEE 192.168.1.0
* FiEES 255.255.255.0

i Sip 1ax ] HTTPS SSH

E

K EAMHEY T,

AR ‘ PR
AR kR EZIP G4 ELAR.
P A B LR,
IP FBRAE| G G E G P R BE S ML,
F A G % % IP Hu bk X A 43 bk 09 F R 464D,
T2 AL AT A K.

IP&.&tRmZ)s, 4526 IPIILIIELM AR, TNZALTH KA AR &9 1R,
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7.8 &4/4T 4

78.1 #4
P - AP

E C =&/ SH/7E /[ AR

BAERE

fE=ER v4.0.0.betad
EFEtE 2022-01-28/10:15:49

TR

M s

7.8.2 &4y
AUGENREFERAZAARY TR, SFERAPL BRER RGO EH LFNA £ & 54
EHIAN A —ANTE S, ARZE, o A%EEHITIE KOG ESAN, 2
RAPAEZRIT—RED. 2AATERFTHAFROREE R T AR R &40 Lk
IPPBX A 4idk £ 2] £ —k % T 49K .

T asé&h, URENAFaNENRAARE, HHRGRILETHEN M.
FHE LM LA
Eiy= REIR a#&EmA k.

B R A R A BB 1A

RREDE | RERE & LHEE.

o

& X, e TET.
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EhigE

raexsn @O shxm  SA ErEHHE 3 E
s RN HEigEdia A ER B
backup_T600_v4.0.0beta2 20220725 164409.z¢ 2840 MB 2022-07-25 16:44:09 V4,00 beta2 B B
backup_T600 v4.00beta2 20220714 163857.¢ 18.97 MB 2022-07-14 16:38:57 v4.00beta2 B a
backup_T600_v4.00beta2 20220713 162636.2¢ 18.96 MB 2022-07-13 16:26:36 v4.00beta2 [ o |

# 3 REE E

20/% BE

&y A R R R AR T ARE IATH BIAREE 4G, B P T A& AT #2148
Ve A G AHAR A, T VL& IPPBX AMR 4.

L EBIR A AR, T AR A LR A4 3 R 69 &1 XM, A AR IPPBX Aty
A TR A

LA AT IPPBX A4 M@EE ¥ m, 2K LE& I ERERE IPPBX 24, ik
PAT &R LA HAR R LT BR TR0 8 0938 15 B L AT,

79 2% 8 &

WWRHTA X web R4 #8977, T VB R & ) shf LA web 4 2 6945 FlIT &,

= C %/ B5ES / WebHE &

51) 1P RrE =L ==

2022-07-13 16:26:34 192.168.17.14 admin =ms time:0.028037 (s), result:200 DELETE /pbx/backup/delete {"name’:'backup_U100v2_v3.3.2_20211106_153048.2¢’}

2022-07-13 16:2245 192.168.17.14 admin EER time:0.004266 (s), result:200 DELETE /pbx/security-center/fail-to-ban-ignered/1 {

2022-07-13 16:22:38 192.168.17.14 admin =ER time:0,020556 (s), result:200 POST fpbx/security-center/fail-to-ban-ignored "name’:"ssh""ip":"192.168.1.0", "netmask’+"255.255.255.0","sip" false,"lax"false, "ht...
2022-07-13 16:1347 192.168.17.14 admin ==L time:0.197795 (s), result:200 POST /plox/security-center/firewall-common-rule {"name™"drop1”,"action" DROP","protocol™"both”,"ip":"19.123.16.91", netmask...
2022-07-13 16:0449 192.168.17.14 admin =ER time:0.155574 (s), result:200 POST /plox/security-center/update-firewall-global-info {"firewall" true,"pingfalse, dropAll"false, geolp™false)

2022-07-13 16:0448 192.168.17.14 admin time:0.191060 (s), result:200 POST /plox/security-center/update-firewall-global-info { firewall":true, "pingfalse,”dropAll false,geolp™true}

2022-07-13 15:48:31 192.168.11.166 admin =BER time:0.001353 (s), result:200 POST /pbx/extension-commor ion-range-info it HAAZnNEIQri4On6 Content-Disposition: form-d...
2022-07-13 15:48:30 192.168.11.166 admin =ms time:0.001253 (s), result:200 POST fpbx/extension-commor ge-info it T3PIFyByLdLaxa'B Content-Disposition: form-da.

2022-07-13 15:48:22 192.168.11.166 admin =Es 1ime:0.001045 (s), result:200 POST /pbx/extension-commor ge-info itf mMzEY3IdUDY11hRDG Content-Disposition: form-...
2022-07-13 154656 192.168.11.166 admin =ms time:0.001234 (s), result:200 POST /pbx/extension-commor ge-info itf EZAreBAKgfBKNUAL Content-D form-d.
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BEXHRYEERRATH

79.2 A8 &

e el ianE, @iEARARE BESEERBE,
= C =5/ m%Es / 2B %
saEs PEXES ==Es [ &= |

e e
login202205l0g B B
login202207.log u ﬂ
pbx20220524.Iog B B
pbx20220713.Iog [ o]
top_ 2022052410 ﬂ
top_20220713.l0g ﬂ
6 SR [#] 0/m | BE

RPTAERAEG—E[ 8 0 E4E, @3 oA XALDETAANE ALBTHALRA

Ft A% R ArHEE, IXZABEEKESSHIZEBE, PBX BE, BEA4BDE.
BAFATIEREMEHARTLE, RBEEZAFTABERDISHE, AU ALIRS
WGIBAT L RAT R RHEE .

HERXY AR ERPA 4T,
A AR
SSH 7 ¥ B &

A
LRATA BIE SSH 17 19 & Sy 4T 89 h LT xk.
B Rk Asterisk F 09— X F /B E, TR T o4 IPPBX &
a5 A SR XAy — R AL,
BEEAGERE IPPBX A4A#RVEAL B &,
LEEREMETBZE, ZRE2ER—ANABEI A, SSH7F B E X e e h
PBX B E a9 8 “PBXxxxxxxxx.log”, #AFALBEHIH LA
PBX B &A=t 2 A B &EH KM LR —NB ELH, SSHFH B EH A
B &7 & 4o T B AT w.
HATEYEYEE,, TRIETRILARBEHMFITAEADE,
MR Beda MRy N6 B E .

PBX B &

“loginxxxxxx.log”

“sysxxxxxxxx.log” .
& R —AN B & LA
RPTEE “THR
RA AT T A&

A%
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$2 RAK 4G IPPBX £ H B FII F A 5k FILRITE, 752 KIFETFE PBX H.& X&BME A4 A&,
EH) B &ML A FAGFAEFHTR.

710 AR E

7.10.1 K5 & &

AGPRAGKSE EEHE, £ admin K5 ARG AT LRRMG, 85 ELRELEEE
AL,

b R, MARP &AL, ABRAPFAC. SAPALH EHERP HEE LM
AR PG R—AGIT D,

2 AR A
FER T 1l P 4 )5

e RPAex AT EHRGNAE. ¥E TN web LHE A
%, 562N PCH#EF S ®MAEM, AP -2 A web %
ARUEFR, BAFR -2 web BAF R AR,

A XIKBEHE R P Ao IT
A
AP =8 Ae a1 e
- o
- 809 B
ookingses e T 505
- o)
. o
it e w=a
- == 855 (]
%7 RBE 20/~ | KE
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CooVox T &% IPEEXHYEERA AFM

SR ET AR T B A ST App R KL o EIADRESE AR EH5E .
] .

C =&/ FEEE [ EHEE

HIERIE

App s

BHBEAMEZNARTRICE S, ETRAZHEFORATALEXHN AL N HRALETRY

EEHES

EEE

REB AN BAR, T R MEMER, Sk Fak” T A XA A4S .

EFESE

2022-08-02 16:02:31

K
«©
2022-08-03 15:45:58 c BE
2022-08-02 16:11:20 ()
BEL HEMANRE AZFAE RE, TURAIEMANRERL.
7103 & £ H&
IHEEFR G A Z L logo e B FEBUR A ZLXAE LR .
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7.10.5 SSH
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