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— B R EFHEIE B E D BRI —2
EENERNBAEFEP, FETRHKABNPFPHET —RETHRADITLE, D@ ELRGFK,

5.2 LR
IPPBX # LG9 P A B E L RA T AARE DB ERFI N @ETEW, 2FFBELR DB, ALTAHE

E T AL, P LAR, PIN 2543 8 00 R AN A LA A A ARG BT A GBS T . BRI B
TG 2 LA B0 54, W BTzt R A IPPBX & 4 89 FF A il 1510 K.

BIECR sEB®z

FamitE ] s R Wi ik PinCode *3 wE
2022-03-28 09:56:18 119 VR(welcome] VR-0600 00:03 " Jo=3
119 119 00:09 " Jo=3
vm-119 m-119 00:23 "B Jo=3
m-119 m-119 00:08 "B o
119 119 00:05 "B 0
119 119 00:05 "B
1 m 00:23 wap
vm-119 m-119 00:06 [
vm-11 m 00:23 =
vm-11 m 00:13 =
119 1 00:00 (o5
119 1 00:00 B
119 1 00:00 "
119 119 00:00 " FoRTE
119 1 00:00 "
119 1 00:00 " FoRIE
119 1 00:00 "B FoRIE
17 1 00:00 wEB
12 3 4 5 6 o~ 35 > 208" ELTE

WIEIL R B R A LA T
£ A% WA
FAE B /R A | A5 I ] 608 L R
£7 RIS 0 KA HITEW, G EA, Pl KT,
37 ] K A2 T 4 5 A AT B
] WABAL ™ 09 58 R A ARRITEE, Blhe: FHRALERTA, o
WA P SR, LR TDE,
AR LT HBRER LTS AiliEL R,
oy BN R R 6 b G AR AT B, RS,
PinCode WABIFPE AR 49 PIN D47 &34, ik T &30 P 30l i Aem A
RS

BIE LR MR F B AT

FF 4t B 1A W 15 KAL) B B Fa bt H],
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fhilk : PERLER EBIE : +86 2885337096 itk : PUBXESIBFEE EBIE : +971 43552755 thilk : HEEEHS EBIE : +44(0)1302773162
mll ZYCOO Co., Ltd. E-mail: sales@zycoo.com
Ex ik R AT A,
A W T,
R AAR PENRY R IE S AN L TR R R R AR R LT,

K

WL K

P2

o RIS E N0 B 5 AE ) 89 P 4k L AR,

PIN 25 FILPE K-S AN E AT PIN ALIGE, Wbk B shef4k 49 PIN 4,
£A WBiEey AR, NIEIE, FARTH,
KA WIER A LR, BE, REERFRKFRE.
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ZYCOOH| Zycoo Co., Ltd. Email: Sales@zyconicom
% 6F M
6.1 APl % &

6.1.1 AMI

% W& 2 ST AT A9 AN é;an A8, R R EATMNETARTRMI o, Ml EZo T 2HP F=
%é%ﬁ& VAR A G4 ) 1E S A R B & P 69 A K B

.
liil

C & / APIEE / AMI

AMI IxE2E

FEFRE ©  amiuser

=55 Admin123!

SEF |P/FINAERS ’ 192.168.10.19/255.255.255.255

BEE WA
AP 4 BTFAEFAM ZEo it F 4,
5% AT 3E AN 32 2 B F e F D,
A IP/F R AHEE M 420 8) T HUM 2%

6.1.2 fEFH

A EH R T HTTP POST a9 EHE hRe, T H TH % =7 & GoatdE AAE R 38 848 & e k8
FTHRR, FRrZBEXEKAIe P E/HIEE D IE 0 URL, 4o URL bt R = N KA WATHEE
B, TUANE B E TR,
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#bhk : PERLER EBIE : +86 2885337096 ibdit : PIBXEGIBFE EBIE : +971 43552755

ithi HEEEHMS BiE : +44(0)1302773162
2Ol Zycoo Co., Ltd.

E-mail: sales@zycoo.com

& B
= H

Jiil
Q
By
h
pe
o
]
1]
o
il
i

URL http://192.168.21.112:9888/api

et DialBegin X DialEnd X Hangup X Cdr X

6.1.3 PMS

2 T TCP socket #1549 PMS 3£ APl , FFR B E 42 K7 8080352, % =7 PMS & 418 i tcp socket

X &0 8080 35 0 T VAW X & R EAF A AR S A IR o FmEIEILIEE T AL API 3T
#,

= C @&& / APIgE / PMS

PMS

7m0 €@
EE:
d EH NE S F AT KAk F7F BT BIZINEE, FH LA 89 F A

6.2 B X
6.2.1 K3

Jo F B3l 1T EX16S 30 F K2 AL WA E4F A AR D] IPPBX £, N F %38 EX16S A FHELE S ALdF IP o4t
5 BLLHAS EX16S 69 R iEdE T,

BARAEBAOBRMMEADEE Nd, BB REXT AFHREZEMR XGHRE, TR %D UG53 m
ZURTRIEH, BREREZE XA ZHEE;
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ibiit : PERLER FBIE : +86 2885337096

HE
ibhk - PIBKERIEFE HEIE : +971 43552755
2Ol Zycoo Co., Ltd.

ibhit - REE-RESS FBIE : +44(0)1302773162

E-mail: sales@zycoo.com
= C &% / sRx /| BEE

Exbox&lE

7= @

Mgz @ eth0

I WA
R

T e R H KR x 6 Ash3RE A
W 4k 4% 0 AL PLR K BT AR 69 W 455 269 IPPBX M 4450,

BTN R . Sk BT AR — B3R 89 EX16S HhLT R &, AiaR B 69 EX16S &
&t g A R LA R T

EE:

L AIRIE IPPBX 2 EX16S LY A TR — A3 M, FH P Hht LI E—NFEA, IPPBX T 71245 %) 4
H 8 ] T 69 EXT6S F B B

= C M/ mRE / R’S =
ElElIE e
MAC P =i s =R e
1122:22:22:22:22 test [ = B aE
#1508 (1] /A BE

& EX16S p Y B &AM AR E], RF EX16S AR —/ANF & P 5T LG AT 2 #F75 Xifde:
Ttk B, R EX16S .
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ZCOD| Zycoo Co., Ltd.

A

EXER ERER

&R FRDEX

*MAC  68:69:2E:33:12:D4

* BBSEEEiENt  zycoopbx.sip.zycoo.com

PaBEXES
dbhik - PIBXRSIEFE EBIF : +971 43552755

*ERSSEER0 | 5160

FMANEE

FRHEE

BAiER ©

Bz ©

=i ©

FEEF O

=\ AE1HE) 69 EX16S & & 09 G A BP °T 24 &t

®E

EFER ERER

*EFR EX16S

*MAC = 68:36:93:2e:30:a3

FBNEE

|NEER ©
@iz ©

z=zx 0 @O

FINEEF ©

X
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itbiit
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mll Zycoo Co., Ltd. E-mail: sales@zycoo.com

%“%—iﬁiﬁéﬁlﬁ B B BLAHT o
. LR A EX16S R —ALF, AURHHEM EX16S % 4.
I ARAF “H4” R K MEAE T, IERESHRERLTHE, HTETH, LELLYTE.
%m)\ shmbFE KA, U A KA

FIHIGT B AR, BRINAFRE.
Em&%k%%,%m%%mo
EX16S #ir i M=k, BRIAA XM,
DB, AAESE “AMAL” 34, ZFAFEA IP DI F—ANFTHA gy B F—NED, FIR
mawﬁﬁmawwﬁwA&n L OHEE RN R R O RAR BT AL, de RAR IG5
ME I n RS ENED, NWEZBEARTE - NEOREAF-NRESN, REFREEF “AFAL”
FARK GG 8 15 NFARHTLR K69 15 N EDT , ke X HMF A TEFE IP SHT &I 5P,
8. HEXRE, LEHERR, BIRIE, FHEEKERTH “CHRE,

N o o orow

= C EE / EREx / R’ Q = A
MAC P & s RN e
68:36:93:2e:30:23 192.168.17.122 EX165 EEE 2 B E
68:692E:33:12:D4 SEAEX Rz = El

=0 (1] 0/m - BE

7. %R A, A CHERE” A, REARNE, REET CCEE7, WEE RS

= C mEM / EMEE /RS %
£l E1
MAC P e s R e
68:36:03:2€:30:23 192.168.17.122 EX165 B E BE
68:69:26:33:12:D4 SEIEX s = B aE
2 RE0E (1] 0/m BmE

L IPPBX & 4T AT EX16S 89BLE G, EX16S 244 TR, TRB T MR/E EX16S 69 16 A~ FXS 4& 0 st 7 49
IP D ALAR A EM AR, T AESAKRE W&y L& F X pIIRE, KRS 2455 IP ik %
#R 2% EX16S &9 |P ik,

EE:

1. £ EX168 £RKIEEZ /5 EX16S 97 41N, #5, HHREFTELRKE, SBLFZRAIGHE S 87K
IPPBX 7 A #ATR] %, EX16S _LEAIHEM G AL T LLRFFF IP & 55— 4518 ] TIE (E 6K G 65255 1R I o

2. H—5 EX165S # R & IPPBX 12455 # ZRKFEEZ 5, £6 EX16S BT A8 AN IPPBX 12757, & 7%54% IPPBX
HREEXEOT KX G EX16S, F P T XB LM, E IPPBX #1989 75 K1 EX16S FA LIEXFEEE
EX16S i i1 IPPBX 7 4 Z A E .

I BT B EALNT — 4 EX168 Sy BL, it Badita,

83



HE BB ®E
ikl
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mll Zycoo Co., Ltd. E-mail: sales@zycoo.com

MAC  68:69:2E:33:12:D4
BRSSEEHENE  zycoopbx.sip.zycoo.com

RsSs/w0 5160

LS ARG E 7 XAR 6L F 3R EX16S & B34 B A2 EX16S 49 MAC 3ext, 3 5hEE X EIR S
Lt

R4 5 Hopk AR P FH 6955 AL SIP RIZIR 5P A & X693 Gt (FTARE 2 ¥iF SIP KRS, #HA5F
RIZIR 25 3 T 093509 o

9% F AR 5160 & 5162, 5160 3% 0 2% 4 SIP KIZIR 525 49 UDP A= TCP (£ th U4 Bl 6935 0 5, 4w
B IR ARG R M35 0 5 H 5160, F W B %I4T EX16S DMLY R & 69 16 A5 475 E H UDP & TCP #r
By o FAREAE ) 5162 3% 0 AF 4 Fok & ARIFAE A TLS i, FHHX 16 M oduF 9 St #R L B A TLS.
RE XGRS EH T RAERGEE L, AZAZEX16S 9 EFE H>LERE N @ LFZ0E AT T
RITAL A,

EE:
EX168S D B B3R K EHRE 2. 3.0 7 T £ HZFHEIEHGE

6.2.2 BLE

BRABHOBMAEADERE Th ,k%%F&%%WQ%%%ﬁMW%%%%,%Bﬁ%%uéﬁﬁw
ZURTWRIEH, BRERTEZE (T ZE

= C EE/ Emx ) S

ExboxE =
7= @O
MegE0 ©  ethO
| FRAA W
i TR S % W R £ 8 B Ah3HF A5

RS A AR K BT AR 04 B 2% 52 89 | PPBX M 48400,
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mll ZyCOO Co., Ltd. E-mail: sales@zycoo.com

& Bt
FE

6.3%E% 4

6.3.1 K3

HA PTG S RAEEL SRR ES R B T8 T 146522,

sz

B YR, RESREMARBAEBSIRERPHSNTH, KB &8F “KE7, RENHSRKEAEEFKENE
H 6wk ER T

6.3.2 X &

R EAEEHGRERR LR TR R X,
I WA
NN 2N PR« FEAPT A 6 3R A AR
BB BT ARALE P Ia AL RAE, il iE BT A
w B2 AEFRBEHEEFBRIT “HMBE” Fit, ATEEMEEE,
KAEA REFRBEFEEFRNBRIT “FKEAA” e, ATEHRKEZ A,
245% AEFREHEEF ORI T “BLE” e, ATERELE,
w44 ALGT BEFEEF AR I T CE R e, ATEEMHES,
=46 AEFREHEEFNEMRIT “BH 67 T, ATIEH AL H3t.
|
|
|

E AEFBiEHFGEMNARIT “2” ik, APFEHLS
CXin AEFBEFEEFORIT 5" e, T HEH.

&R REFBiEFEEFARIT “FR” ik, ATEEFTRLM
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mll Zycoo Co., Ltd. E-mail: sales@zycoo.com

Panel&@E&

grEx @ All

6.4 &

6.4.1 BLE

AL & 4 15 09 Z A3k sn 0 e dfi X R H T B AE 8

FHB LM B

iz REFRBEETHVEGHEZE D, KAZBHFRARITI B ERERE,
Wbt/ 3% 4 KIKE| ALYl & py b 6 IE A dk

MEZ BAE R iz AE Ay A P e R 5 R M, e RIXA A B HAK
S KIR CRILIRG T TR S P A9B LA R EM AL, de R IRA IR CRILIR L
AR % /& ZRIAME A WAN & 3k,

Eias] RIKB| hL Y2 £ R F 69 IE MmO o

MEZ G R iZmoEA g P RS EEMmn, wRAABER L
R LERIZ” REFO9380, B EAFRE “WERIE” RE N AiLIH
MUBLE A MRS, AR AR LA 5E O AR A 4 AL b g MR O
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ZCOD| Zycoo Co., Ltd.

e/ @

Zycoopbx.sip.zycoo.com

w0 e 5160

PaIEXES

ik : POIBXESIEFFE EBIE : +971 43552755

6.4.2 3%

LATIR A P A kAR, RIS B R EIER LI K,

st s
801 ios
841 android

6.5 R#EBL

BRI REE &

R EE
REERE O
=R ©

SIP#R @

Token

{“deviceToken":"33a308¢386766¢a23c03b77e2b995d8fd29f68das2b
2a273b6d4104b6¢3d004", "voipToken™:""}

{"tpnsToken":"02b97933eba555e07af2ddb77865d6b5571°, hwToke
12" IQAAAACYOluzAACWXMADSJIFRBGRBI6I7Hwt DgBN2HAO7RZEHI
NNnLg3X750iNNozf US6Dzu2mxUOQ1UYAI37 xf0lq)Sakvbabng-vX
Uxqwudw","femToken":™"}

Registered

zycoopbx.sip.zycoo.com

5160

¢ UDP

R (E]

2023-07-12

rao @O

RE
ibhit - REE-RESS FBIE : +44(0)1302773162

E-mail: sales@zycoo.com

B3 L AT & P R 89 3 1E token,

KA

RIEIB LR EKRE. KE R T “Registered” A ~KRHEH L
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mll Zycoo Co., Ltd. E-mail: sales@zycoo.com
EM AR

BAEIREZ | %34T LA T web i B 42 sip i

Sh3F sip 3m | A T@ERGBAT sip iEMEH D,

|m§

W RILIR LA RSB sip EE4E 9

i A e A FR4-Baddpnt i, Sz EH L EERIRS
S T ATF B An % R 4o

® AEMRLNKERSG AL, FERS
RIEBEE

CATIERR  EREREER ARG ERAT]

TExR  FE
“BAZA  admin

“HiFE  admin@zycoo.com

“BAZEEEIE  028-85337096

MInER

EEiRSEE  PERER

“182 | zycoopbx sip.com
Y  UDP
fRSER 1

g

i

F—F: RERAPRELE, ABRFE GLARN) HXEATHBELE, TRIBRIKE,
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etk : PERLES EBIF : +86 2885337096 Mosk : PIBXESIBFF EBIE @ +971 43552755 it : ZEE-RES EBIE : +44(0)1302773162

mll Zycoo Co., Ltd. E-mail: sales@zycoo.com

P s F gy
Bo s SRR AR, FGER T, B T L A A R, R

& A BAAELRT BIED.

Fvad: b BRI IE D A A B & P TR £
KAt SIP RIZAR 4 BT A% £ sk NAT AR AL, 772 KIZIR 42 6 T L4248 45 AL 4R 1 04 86 75 A i A2
SIP 4#L,

6. 6 M HL# A

WA S A S AR A S A A 6%, —EMEN—EME AP, B TR L BT 6 IHET A
A nt A A A SRS S BB & AL L. R AR AR E T AR, ARG FEE & AALE &
Wi, BEMMELFREN “Ci2E” WREREINORELKFECLRA T TERANLLE, &ANKTE
SEE A AR F T RGKIE, EANIBRE| THIRERE ZFRERBZE T 2mBLIE,

it
AFS admin

=5 23

B mss

MIP | 192.168.17.167

EflP @ 192.168.17.201
ME @ eth0
ERHER] ©
EBiEEN @
=3
K WA

72 BT IF e WAL & T AR o
B P4/ | ik &F e R TRIESHIIEG R P LABi, T hfe g B ALl RELE

ABRL &9 B P G A R T IR
LEN FRGE/IRSGE: ARG EHASE ARS, TIRFEXA LA TAEHIR
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2Ol Zycoo Co., Ltd. E-mail: sales@zycoo.com
%%
E/AIP E/RRFE P, AT E/ RSB EZISHIRE S
EdLIP AL G R GIT SN RAEIR 569 IP okt ARERB AT/ MRS E i, A
P iERUEM G Hu Bk,
M F SRR B AN R R E
WA 18 S AR ZS Yo $e b B A% K 3% SR 3E Jm B B AR (L SN2 R AT AL B SMTP IR 47 Ak 2 45).
W, 7% i 4o RKREMBGIERATE EB 40, XHARSITEFIN 58 (R ARKINE
M DialPlan1 5 A IR BEITIK 5, LHRIEIZ KT AR T AL 4T 00 5 70)

6.7 mAZE

@?”ﬁwm,ﬁu%é%@ FHEALE R FE, BRAAR TR ZAZETE-FEEEI L EWEHER
&, FETHP LB IEENE T,

7= 0 @

st 0 02izpalhngjd

BRSS=EIDNE @

BT SR

T REFREAREEA .

% iE A MBAR ZH B 2B AR IR 4G, 8L 0h 238 % 7T LAk 4 3] A2 32
Té

%GBt | ATHE=ZFHZRFRRSBEE, —BEATAERAE.

6.8 AFEE

EHEILA BB B A, FINERF N ENE 3 KA E, X 4+ pnp A7 optionbd A FELE

F—F: RAKITEEN, &F IR &4, TUAFHRIALHBRRA P EEN, RFiBTEE pnp iTH
HEE R IFIRRA T8 iEN. RFEEIE “HE” AR mis 2 AAeR 5 6 iEM.

% ¥ BEIEM, 5% “ComER”, RIENHBLS AT M R E LA E

B TARE, R PFETARIEKBEWENEEF “ER” 4 (LINBEIIH T sip check-sync
TR), ENAANERHTHIPPBX SHAMMEE I HAFAAFHRE, wRENTIHFAHER, TUF
HE o wEHLRIIEN A BT RECE A

A‘XH\

\

ﬂ
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RERES EBIE : +86 2885337096

2Ol Zycoo Co., Ltd.

PaIEXES

PIEXEIBFE

ig&
ERIE | 224.0.1.75:5060 FERMMIE | 192.168.17.148
&Oes e
Mac P 3 I's RS
001565acded5 192.168.17.76 add YEALINK SIP-T41P
001ici1escss 192.168.17.128 pp HTEK uc9216
3c28a600212¢ 192.168.17.100 pp ALCATEL-LUCENT H2P
3C28A60804F1 192.168.17.129 add ALCATEL-LUCENT He
686922025012 192.168.17.254 pp 2vcoo He3
68692602507 192.168.17.236 pp 2vcoo Hg3
805ecOed106a 192.168.17.81 add YEALINK SIP-T30P
1 10%/E =27%

Sz

20 % #b b

EBiE : +971 43552755

TassE

BLAA

/autoconfig/download

Version

2.42.6.5.15R23

2.10.00.0001082

2.10.2.6980

2816396

HE
Motk - EERE-ERTAS EBIE : +44(0)1302773162

377 pnp S ARG 240, BRI 224.0.1.75:5060.

p< 2

E-mail:

BET

001565acdeds.cfg

3c28a6080411.cfg/config,
3c28360804f1.xm

805ec0ed106a.cfg

sales@zycoo.com

E M #b A

A REGIEN B FHECE AP FFEGGEHEMIR 5B h, T LA E %4 WAN
O Ho b 3% LAN © 3k,

THE%AE

EWEAE RS XN T REENE RO T HREEZ.

Mac

TEHLEY mac Huhk,

IP

TEMLAY IP Rubt,

KA

EMRG AL, HE-—FE&R, LE-

XA

X &L pnp 1T ] B 3) K IL&9L & F 3 ifshe 69 L 2 3358 K o

B

EREY SR R

LA

2%

AT,

B E

H

AR B E A A A sk 2, T AR EME S T .

BAE

T CAST 1E U AT G 5 Ao M 1R 4R 1
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mll Zycoo Co., Ltd. E-mail: sales@zycoo.com

FTF RE%

71 ER/2%

REHER:

3t aster isk IR Aotk FIRH AL P IR B A5 € 69N FE Aot I gt 47 2 i 2 o ST K 2B F a9i81d

AE, B R AT A SR,
P B

¥ /B asterisk R G EWE G asterisk IR %o
5 IR AL R E BT IR
FME (X) T ARG, ARA AL,
& /5 i ] PATE B RAF GG B 1] &

5
ZRERE ARG

] ZER ARG, o RAMaYRmR Sareilis,

FRARE BT RE;

PGS B
R ML E FRAAKIET RE, RERAABRRGRNERE,
REBEREFREF | FEAARKREIETRE, REFARRGHM B SR F4.

liil
Q
3
3
i

=HER
72 Asterisk
E=2bie)
ERRER) 1 +
S48 00:00

S

g

FEREEETARE
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mll Zycoo Co., Ltd. V E-mail: sales@zycoo.com
7.2 B feib X

XX BARRRZESNSPAMEALRE, REZANMR S TIAI T IPPBX & A AT X, IPPBX £ %4
WS T AT Mt IR 5 BRI S AT R 4018, 4o F IPPBX B A5 Rt EEI M MEIREP, AP
FE2FHILE RGN,

WK
ETHEPAFHEEGRE, SERTELABERTTRAAMRELA” EF RN BRATLR,
SFHRGREE TR EEK,

LEREIRL &
I 693X B A A AT 77 X: NTP B 18] IR 45 25 3K AR A 18] Ao -5 3% B B 1],
A S BLEA

NTP B ] 3% & X B R % B MNTP IR 5 2 R IR AT 1],

% AT PBX B 4] L AT IPPBX F b9 B ], de REFEEHA N L E B AR E.

B X EBRRATEGI X, IPPBX & 4oa A M &R 4 B3Rz X &
64 B 1]

NTP JIR %25 FZGBINE NTP R4 %4 time. nist. gov; T XL A TR E —AT
A &9 NTP B 18] IR 4 23 Mo bt

F 3% B B 1] T 550X E B A AR B AT [F) B

BRAAEEE R T RXRET RAAFRIZE nF “RR” 54, ERATREERAHRE L.

Il

C =& / wF/ix

X

Ex/sX China
=

BfENRE

=570 PBX BJiE]  2022-07-13 15:28

R | NTPEvERE | EanomaE

BiX  Asia/Chongging
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7.3.1 USB &4k

USB 4 fi% 1% % ¥T VAZE CooVox |PPBX # #.iz /T a9 It M4 N, 198 24515 USB Atk & & & 1& R %> A f-DUSB
BN EEE BB BEESR USB L&, EMNATRERKELHER. B USB 4G, *TWA
HBER R AN A 8 s N 2| USB A% .

L3 b USB A %% & J& 4 T ¥AfE CooVox |PPBX £ 4k & R & 2] USB 14 & 49 B 44135 B o

F£ USB A4 T @, USB 4146415 B 4o F B Ao

PR B s
g2 A A1 K AE USB Bk Z AT w2 AR IR, B R AR LA
T & L& FF B usb G
VES B NHERERTAE, A TENIH2HERERZAT R, FE
A “RAIRIE BAHLSIRE, BAYWEAGLEFIEIT,
b & | PAT A N B R S, 20X EAXRE T RITE,
AR AR EZHENGHRA, @EeRk, BERTFHRIE
= C & / =fEF [ USBEhE
USB =g
USB ks =55 O =228
USBEREIRE @
7= @O
FER)© 1 +

EEdiE ©  01:00
BECR

=z @O

EE:
CooVox # 7] IPPBX 7 4 % ¢F USB X 1+ 7 4245 X .75 FAT16, FAT32, exFAT, NTFS, EXT3, EXT4, 42 & USB # 2
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7.3.2 FTP &4%

FTP # 3% &4 A5 1RBLE CooVox IPPBX :£4£F|1R89 FTP IR4 %, FHiE#ERE, #5393, @it i3
%8 & LEEE FTP R 5. A= USB #ABEEW TR 8IA, FIP IRF B R A&/ 15 2 egut i & B At ey L4
SAFE] FTP R% 3%, TUARERRFEREMRILR L —%k, BT UELE LS MR CooVox IPPBX M3 4
it 69 €42 L A% 3T 64 SN IR 25K B0 A 69 B 69,

= C ZEr | =8 FTP =%
FTP s&Eiias
wE 2E20
FTP Figi2E
e = @O
FTP BRESEI0E ftp.zycoo.com/ftp

FTP (REEFIEHE

BrRs user
FER O 1
EzfdiE) 01:00
&zEce @
==z @O
HipsAeRE
EHEF
=
A S BLEA
FTP id R & FTP &4 M 7 R A K M AR
FTP 4% Fr e/ % FTP IR 4 &A%
FTP AR 4% %5 Huht FTP IR 4 % 69 IP 33k %
FTP JR % K t436 42 | XM L2 FTP IR B 69X/ 82 B R
AP 4 FTP IR %269 R P &
5% FTP ik ) P 69 % L
ME % B A _E 4Bt 1a] 1A g
B A B 1) HECHS R A HATE ] (GEUE IPPBX & 4% IR B E4E)
A BT R PG ER

FRBPFLEZE, £ FTIP REBH LA RTHAZE—NAKBE LA XA G L0 Lk, £iZ
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£ THEAET “cdr”, “monitor”, “voicemail”
BERFEI, EFTY AR50 &M

“syslogs” WAk, 95 G447 8% B &4,

3R ftp AR A 2%, T VAME X B P LA F il it fip A% 2 IPPBX, AT ERFZFMHEFHFFT LM

M8 FTP BRS533

it Windows 2 %89 Ftp & P 553 A P &A= 2025 % 5 |PPBX,

*

r=is @O

RFS
*BPE  ftpuser
=35 123456Passwd

FRRE L

FEmE
£ EHnEE -

w EFIEE

(7] ssrststs =t

B

BEEME S35 =i waz 53 e =S FE
BT % B iy S
NE
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W =" *
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5 o *

= BRE +

AR W

T B IR% REGF R ftp R
AHFE R T R F R I A B AT MR .
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7.4 Mz

7.4.1 MZ%BEE

R34 AT CooVox IPPBX &9 ANM &4 0 #4714 H, H P WAN &89 R 2432 X 7T vAiX B H# 75 IP, DHCP
% PPPoE, FHEH T ARm— N EHE A, LAN © R X EAFHS IP, F225692, WAN 0= LAN O 693

AETR BE B B — AN M B

ZIAMH O T, CooVox IPPBX #9 WAN o IP A= LAN o IP 2 A1ZiAd ) & EH 192.168.1.100 A=
192.168. 10. 100, WAN 2 [ 3% Fa IPi&iﬂ:déséﬁEﬂf@f&, AR ST VAARAE 52 T 2 R 45 2 vA B A3k
M HKZELERGDOMED>MLEE T @tiT,

#5IP
= C %/ R REES
WAN
FHEER O BEP
IP3BHE  192.168.17.168
CFRAS 2552552550
MX  192.168.17.1
=DNS 8888
ZADNS 114114114114
ERE P
=
LAN

“IP3gEE  192.168.10.100
* FRUAES  255.255.255.0

EREMIPO
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0 REAZALMRLTLAEHNS IPRFEDHCP RS ZAHAFR, —MIFENTEBUE A#S IP,
® RERHEWIPFX: REFTE, TLEAEHM IP ﬁﬁf%?&%%f¢ﬂ%wﬁ%%o

EE:
LAN O RHZE P RGEFST KA A, Bl LAN O 55 F i3 /5] ZHE R, 4B 5% CooVox [PPBX A ZIFE M5
LEJWAN 7, ZXFH IR EFLIGIFR T T XfE S LAN D EAAMF G Kb G ], iR L FERLIE CooVox [PPBX 49%
é/ﬁo

DHCP

Jo F ARG K B35 A T B 69 DHOP R 435, AR A4R¥T AL E IPPBX % 469 WAN 0 TA4EA4% X DHCP. 4= %
WAN © TAE42 X 7 DHCP, W] 7T AT 34 2 WAN o 69 HA4b1z 8., PTA 12 &A4R¥ AL DHCP R %25 & 3 K B,
DHCP #% X% &£ 1a1% H, 2 3E DHCP JR %% 4 IPPBX A ATAE 7T Bl £ 69 IP #xk, M EH T IPRAT E&F
HETA GG P 5 AUEHM K K.

PPPoE

CooVox |IPPBX *T VAifl if PPPoE #k 5 4ENELIFE M, 122 WAN o= LAN 2 Z 18] & % A S a6 6Y, PTATRRER
CooVox IPPBX L E54 W S48 M. R A ZAE A% K, 7T A CooVox IPPBX &9 WAN & AL & A PPPoE 445 LM
HENIIKH, LAN O3 B3 B S RALEE B3 M 69 IP & &2 M,

£ WAN DX B 69 IP 2 BL7 X b £4% PPPoE, A5 M 4158 WRE WK T A= E 4, IPPBX 485 m ) )5 37T 1A
ERIHL, MR EAELNAR IP, TR EHASBLBES (DDNS), il oA B & IiTAL 5 5 Fa s 32
CooVox IPPBX. iXAF{& ]l 77 XA AR K692 W%, BRIEH XML,

7.4.2 VLAN

BT X9 VLAN 2SR E T, IEALEHEREMEOEFELT, EF5RE5 R ELTFHRIE,
CooVox % 7' IPPBX X & BKiABASW O, FA~H 0 7 X] 5 s A~ VLAN,
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= C % / M2 / VLAN
VLAN
WAN [ VLAN 1
== @
VLANID lani1
IP 3BiiE ‘ 172.0.0.1 ‘
FRAS | 255.255.255.4 ‘
WAN [ VLAN 2
=R
LAN I VLAN 1
=]
LAN J VLAN 2
=R

R T @ L, AR A4 WAN 2 F= LAN 2 5 513X & 2 SR B 49 VLAN, /& Bl —AN VLAN & 7 % i% 4% 2 459k VLAN
ID 5 bt A= VLAN bk, 35 #44K A/ VLAN HehbHR 7 RE) 69 M B P,

7.4.3 VPN

VPN (E4iE Al M%) £ &0 Tk EZAifee oM kikEiE, %8 BT CooVox IPPBX LB, FifiTdese
AR Qe B, X T AR IRGZAE SR FH A NG IPPBX Z A&y ® &R 0954,
CooVox IPPBX & &9 VPN IR 43548 P 3%, 47 IPPBX 5 IPPBX /], 2 IPPBX 5 IP & i&1a] faj 3 Hedk 64
33 VPN B Rk,

CooVox % 7| IPPBX #9 v3. x #i A4+ £ # PPTP, OpenVPN, [PSec #= L2TP WA VPN £ a9k 4 8B R & 7 3%
EEWN

VPN 893X B £ & S-> P 4->VPN T & 347
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RIFHRF 10 AT A 1P,
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MR 435813,
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AZEF () XE PPTP &3EAEF 1], BN A 3600 4,
INIE T ik EBIGEAE X : chap/ pap/ mschap/ mschap—v2
FrJ& mppe128 /m 5 IF J& % ] mppel28 HmiE
UERE TR RKHRAK, ARE LR EANZLDE,

R4 BB EXAET S von, EE EALZR @R VPN AP, RE VPN AP RR P LA 5D, P kit
HE)i% VPN IR 4269 VPN R P A1 E 248 AR 438 Loty | P B A= 2hih4E, £ VPN R P 7R85 & “F
w” FA AR — AR P (R P 3R), e FRET.

70 X

AFRE  userl

1]
i

7% @

LA LR E R RZE B EHI S #42VAFF /5 PPTP VPN R 4.

EE:
RE VPN IR % B2 6, FRBEMIGHL B LG KIZE EFFH PPTIP VPN 552 1723, VPN K P 558 11769 B & 2N F 1P
KRR F 55 LA b9 ] P 15 .87 FEFE TR F 5

® PPTP % F3%
4o . BB E 749 IPPBX 4 % PPTP VPN & f 5%:% 42 5| PPTP VPN JR 4 %, i5 /2 & > M %->VPN T & & +“PPTP
RBP4, VARE IPPBX AGAE N E Pt EEIRE R,
WA SE “BE” BATRE P RRE, T BT,
PPTP ZEFizEE X

40/128-bit ;= @

fRsSaE @ 192.168.11.190

BFRE ©  userl
=B O ‘ oed
SOARIE

RESHAA =T

P A S U R
FF 5 40/128-bit M & ARIER S B AL RT 40/128bit Ao R FF e S & F %L T
JR %25 Ho bk PPTP VPN JR %25 /™ M bk 335, % o
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AP PPTP VPN JR % SRty & Pt M P 4.
%5 VPN & 7 5 F 7 89 5 4
L UNZES R FZANBIANA X, REMLRENHEX, SPRHERS
M VPN E 31 5y

TRALBREZ G, &EHFBA K, sLiF PPTP VPN & P gl a2 iR 23R4 5, AN @ T 5 HKETAA
EER Afe VPN B P 3569 IP deit, =T BAT=

VPN EFIRIAE

MBIk 192.168.8.100
= pptp

K&

HFt

o =B BT, 192.168.8. 100 BF A& VPN ‘& 7 5569 VPN ¥ bt ) Z 2 feR 4 R /T81E R E 242 WPN IR 24
VPN 3t ht 3%, 24 VPN & P 5% 69 VPN 3t bk Bp =T,

® OpenVPN JR %-3%

OpenVPN & —ANFF 0B 20 44 3 F SSL 49 VPN % 4, 4 IPPBX 5 IPPBX Z 18] &, IPPBX 5 IP w352 ] #2452 A &
A HY A [E 18

OpenVPN JR %389 B E & £ R R—>RMEDOWPN T d, %& “VPN JR$557 #H4a Ak E VPN RE B LA H
OpenVPN, iFst b4 “BLB” AT RREBUEE, T BHF T

OpenVPN REIREE X

Stealth
wOO® 1194
Y ®  UDP

BEES©  TUN
=B ©  default

LZO=E @

TLS BRS33 @
Timieg © 172.16.1.0

FisEES  255.255.255.0

BEO  172.16.1.1

FPasEES | 255.255.255.0
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B E AT,
2 AR BLEA
A OpenVPN JR %3m0, BRIAAH 1194,
s FER T VAR UDP 3 & TCP, R4 B A& P 3p ey m g
ZHRHE—H
RT3 TAP 3 TUN %%, TAP ¥R FT—MNUAKMLE, CHREFZEXK
PO AR MAIEM, TUN AR T W EikE, BES = EHE
8, tde IP HIEH O,
ERs) ha 5 G RG89 Foik, 4% Default W4k AIBGAF 3, #4F None
) TSR A 55 o
LZ0 % A —H S RO R ARk, R T RIE F i R4 AR R
TLS JR %-3% OpenVPN &9iNiEFeAL Pl K T TLS H 2 NMRIFagiL#F,
37 5% W) 4 % & OpenVPN & F 35 M %, R% 2569 VPN IP — L2 XA W 449
% — /AT A IP ik,
b7 93] BEAMERE, S5 VPN & P 3k ntid i VPN £, —fk
REAR “EPmAL” —H,
BT B e F & P imAR Eim e
LIRFSBIRELRZE, £F 4% OpenVPN £, £ 494 E4e T B AT T,
8l2 OpenVPN iES
=1
b7y 5] e
HR
HERE
CA/KEY i8R
e | ([
XA YRR AE] Yy OpenVPN & P sn 1 61E B A Al T & P onediliE. B el TG, AF
FERABHNBHEHED]Z OpenVPN R R 49K P bt E—AFEd, F48F “QUEHNIEH” AR —A

IEFS, 4o T B AT

A IENES

B Z ARG, P LB AL HILAE OpenVPN iEH THF £ b, &0k 4 E P THI AR R & H Kits
OpenVPN & P 3%, BP#E 2 LA B I PHRATEAIH T RREZINIRSE R, T BT,
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Flcaccrt
Sl officel.crt
|_|officel.key

TRALIEZEE, ®E 5EFEF XL OpenVPN IR 555,

EE:
KE VPN IR FZBZ 5, FBAEMFEIEL BRI _ETFH OpenVPN 550 1174, VPN & F 558 11769 B & 25 1P
URMIRF 5T # I90E 15 X AT FEEZETIR F 5o

® Open VPN & F 3%

o R BB E ARG IPPBX ¥£#4 OpenVPN & P 3%i%4£ %] OpenVPN IR 4%, A RLOML-DOWPN 1 & 5 &
“OpenVPN & F 3% #:40, VAR E IPPBX R4tk A & P otdiz s R4 2.

WHEAEE “BLE” HATRE P HRE, T BT,

OpenVPN EFizEE X

BsSEEmIE© 192.168.17.190

Stealth
wOo 1194
iy ®  UDP
wEER @ TUN
=g O default
LZO =&
BRIARIE
BB A4 T,
P S A
JR %25 Ho bk OpenVPN R 4 25 84/ R Hu bk IR % o
e % & f= OpenVPN JR 4 B AA R 6935 0, 2Rk A 1174,
W iX E OpenVPN JR & Z A, & Z2RIREBHREF—H.
Ty 1 TAP 3 TUN %%, TAP ¥R T— MUK RIEE, CRES ZEHK
P4 A K WA, TUN M T M EikE, BES = B4R
8, tbde IP HIEHE, HEFRSBRHEHF
5 AL e E G R ey ok, X EEERIR S BIA R R
LZ0 /%45 TR XK KREE B RSB mkF—2.
HIINZES YR RGO ZINR A, REM &L E M X, 58 FH3EH5 4 M VPN
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| BT |

T A LB EZ G, LFZF OpenVPN JR 4 & RALAYIE S A LAZ B P 3%, BB AT &89 TAFF) K 4o
THEIT.

Flcacrt
Flofficel.crt
|| officel.key

HEP “CAIER” & EAE “ca.ort” X, “EP33iEH” K EF “officel.crt” X, “BF#EH” &L
1% “officel. key” XA, 4= TF BT

VPN 28
PPTP Z=rii% OpenVPN =%
=/
CAES :
s e
EFpmEE :

TRALIZE G, &EFFBIF KA A OpenVPN & F 3%, OpenVPN & 7 55 B0 7T £ 4% 2| OpenVPN JR %35 . &
W@ T BT AR B EAERSF B P 3569 VPN P 3ehtk, 4o T BT,

VPN ERIRIGE

Bk 10.10.10.14
ity =+ openvpn
& Sz

=5 B, 10.10.10.14 B2 VPN & P 3569 VPN it Z2fREZB#HITRERERIEZ WNIREZH
VPN 3t ht 3%, 246 VPN & P 5% 69 VPN 3t ik Bp 7T,

7.4.4 #A5%9

##Hi8 13 CooVox IPPBX il AA— N W%k, ESNRBEN, FZREANAALGR AN, §2
B ERBRAPHHEIRBREN,
HAVBNEEZARGORNEDBAIRE N @7 Rm,

BLE A F AT o
A AR W
B 6938 X E 2569 BARM 2 3 |P #ek,
F W& HEBHR&TRIED,
BES WAEAE F M K M bk iy E] B AR %

RABING S R Ao F ARy 55 B 4o T B P T
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RINESHES

BRI O 69.41.121.0

* FREES @  255.255.255.0

*R%O | 192.168.10.1

7.4.5 DHCP JR 4%

A FZAEE W (DHCP) & —AN B3R & R 25130, DHCP IR 48 A Tt AR M9 & Pt A p B IP
WEF RS BB PHERE &, F AL IP bk, AfmA IS P AE R E,

ZKIAM LT, CooVox # 7| IPPBX XA FF /5 DHCP fR %, 4R E &, AP ALEZR-D>ML-ODHCP RH B N &
J& A DHCP JIR %-.

= C F& / F#E / DHCPBSE 3 E N
DHCP @B DHCP &R
= @ MAC sttt [L3::>13 =E et ]
®0 AN

“FHEIPBEE 19216810150

ORI 192.168.10.199

*FRAE  255.255.255.0

8
W 192.168.10.1
DNS  192.168.10.1
TFTP
L grERetEvNe) 24 -+
P REiiE ©
MAC 81t 1P 3t & TR W
R
B E AR AT o

24k 9
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FF45 1P Hehk 7% & DHCP 3ehbityFF4% IP ik,
45k P Hht 7% & DHCP ehbibhyzs k. IP ik,
F H RE B 6T M
HUNEES #3 DHCP & P %X & 48 2 BRI M X3k,
DNS A B P I Z 69 DNS IR 4 B b ik,
TFTP o R BB A TFTP IR 435 7T WAt IP &MLt 4T A ShBCE , T ALE

X EAEE TFTP R4 L 693 dt 5HUiA 3T DHOP 35 B %) #uhb )5 o VA
A FTREE TR AFHEE.

3o 1k AR 2 B 8]

% E IP Xk ayAL A1), e R BB E AT 0B IP, BIAA
A 24 A

EE:

/8 CooVox IPPBX Z %49 DHOP JR #Z 7, 7595 R AGH M 1) X H A DHOP JR # Z A FiEfTHE, HFHHFEHK—

L 2% 7 4

Fr A i@ it IPPBX % %69 DHCP AR 43K BX %] IP Heuht 69 2% 3% &-#4% 2 7= DHCP IR 48 W @ &9 DHCP & 7 35 %) % +F

B, 4o F B,

DHCPEFi%

00:00:25

@it IP AR G P A8 T LAk DHOP AR %35 4 B3 M M 48 2 69X &B R AR B R — A IP 3uht, HAn—A~ IP
HAFGILFEE BT EE 5509 MAC 3t B B/ G 69 P sbhk, doF B AT

e LRI, Am—A IP ARG IREZE, 192.168.12.152 XA M R &5
68:69:02:35:25:1D XX %o
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7 J& snmp
= C % |/ P& / SNMP
SNMP &=
HiE
= @
B public
M 192.168.1.0
FREKE 24
iEs
=R
rr 3.9
e & & H X ] snmp
il AR E
RES snmp TAE 49 M %

CooVox IPPBX % 4 nAilid wifday 77 X4l P K i% IPPBX R4 49— s & Bbifhilidn, i 58 5 Kk
£ U A
7.5.1 IR H B X E

LR P, A KIS IR, URGEERAF AERAF/HERS,

%% IPPBX A& K ZUithadst ), BAF R BRAHIRS A 7 E 24 B AIRF B E T AL R G-
AR FDURHIRF B X E RN @EAT, 4 F BAF.
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HMFERSRRRE O

CooVox % 7 IPPBX &9 v3. x 3k e AP $24 7 — 2 %

gEERSEE © 0 163

SMTPERSZEE @  smtp.163.com
waO© 465
ssto @
BffE @  jeson012@163.com
TG D eesescssescesens

= -

FirA B 69 eR IR 55 1), ARG AONIRFATR 513 BB T o

WRAFIR 4 25X B ARG A T .

P B

E-mail: sales@zycoo.com

% PR AR 5 7 69 SMTP IR 4% B AL 4R, B P A

BR AR £ HF—ANESRAGIHR ST, FI AT RAI S, WiaF Lk,
SMTP JR %% SWPK#%%%%%ﬁ,ﬁ% M 5 163 i a4E 692 smtp. 163. com.
sH SMTP IR 4 %A= Bl 6935 0, i@ 4 25, 4o & SSL/TLS 4= %%, 4 Bl 5% 0 465,
SSL FF g % ] SSL/TLS #=5%,

R AR Tk 2 AR T K Z bRl e 69 WRFA K5

5% R AR AR K 5 6 5

EE:

(o Fekes

Ao R AR BT EIR F- B KA R TF I SMTP IR 538 % 7, W] P if 75 2 & RE| 345 F T 5T & IF /6 KM HT 7
IPPBX 7 2% L BC & H 1€ Jf] SWTP X IR 5

7.5.2 5 Y T B4R E

iEE 0 T B URIh AR A5 IPPBX & LR P oagiE S
ERRRAEEGE @%#%m,TME%%ﬁﬂﬁﬁ%ﬁﬁ

o
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= C F& /) g | EEESIEMREE Q

HRI4HERR
gaz=aeso @
BEf4HRE  IPPBX New Voicemail Notification
BHFAE  Hi ${VM_NAME} \nYou have got a new voicemail from phone number (${VM_CALLERID}) at ${VM_DATE}.\nSent by IP Phone System.
TE ${VM_NAME} ${VM_DUR} ${VM_MAILBOX} ${VM_CALLERID} ${VM_MSGNUM} ${VM_DATE}
gz @O
EE AT,
PGS BLEA
EE S AT X | TR R KBTS BV RE.
W AR AR B F G F @ WA A BT ATRAR, TSR
WRA P 2R ETEE &%é’ﬁfﬁf‘éﬁ‘hﬁﬁ'ii TSP
¥ WA E S T AGI A — R F, ARBGEFTE S m
& R IR E ST
MAREGSTE | RSWE S SR AR AT X R EL DI P .

FIEE G T R RMTTZ, MR E T eRAMALA B P S AUK BT E S, R AR R F el ke,

7.6 LW

7.6.1 Ping

PING (Packet Internet Groper), H4FM IR LR, A TFNRXNLEZEENIEF., Ping K
# —A~ ICMP (Internet Control Messages Protocol) B H4F R{ZI=4IiL; & & iF KM
<%B%%ﬁﬁ%%§&ﬂﬁﬁﬁﬁIWP%M(WW@PT do CRAMRBEMLAT
B RA W 2T AEIR B G @it “ping” AT RBVAT M 2%&45 8.

& ZTHIMRETZL,

® A ltEMmIs Rt RE,

& RELHBAEZOIAR,

HERGDUE-DPing W@, AP TMER “ping” A BITHEHE:
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Ping

P IS * baidu.com

PING baidu.com (220.181.38.251) 56(84) bytes of data.

64 bytes from 220.181.38.251 (220.181.38.251): icmp_seq=1 ttl=52 time=35.6 ms
64 bytes from 220.181.38.251 (220.181.38.251): icmp_seq=2 ttl=52 time=34.8 ms
64 bytes from 220.181.38.251 (220.181.38.251): icmp_seq=3 ttl=52 time=34.7 ms
64 bytes from 220.181.38.251 (220.181.38.251): icmp_seq=4 ttl=52 time=35.7 ms
--- baidu.com ping statistics ---

4 packets transmitted, 4 received, @% packet loss, time 4ms

rtt min/avg/max/mdev = 34.685/35.206/35.734/0.5@3 ms

Fe “IR%-ZBxht” PMANEAEN IP ARIB L, SF “RBRR”, AP TUE “GR7 s Frws
2,

7.6.2 % HIRIZ

7 IR IF A RRIFRAR O RIRF A AL AT, Sk R P @ REE RN KA B ] (ms) A= iX & 69 & AR
(G #93E) A A IP Hedk,

ERADLY-OBQRIZT @, B P TAMANB G IPASIBEG, &F T HASHEHFIL, 2T

B AT

R

IP il ek *  baidu.com E

traceroute to baidu.com (39.156.66.18), 3@ hops max, 60 byte packets
PR

2 192.168.7.1 (192.168.7.1) ©.888 ms 1.535 ms 2.067 ms
3 182.148.12.1 (182.148.12.1) 9.417 ms 9.652 ms 9.952 ms
4 118.113.238.225 (118.113.238.225) 10.424 ms 118.113.238.221 (118.113.238.221) 11.820 ms 118.113.238.229 (118.113.238.229) 10.706 ms
5 171.208.199.205 (171.208.199.205) 13.484 ms 171.208.199.93 (171.208.199.93) 11.371 ms 110.188.6.69 (110.188.6.69) 13.781 ms
6 202.97.98.125 (202.97.98.125) 39.678 ms 202.97.78.181 (202.97.78.181) 34.280 ms 34.854 ms
7 202.97.17.62 (202.97.17.62) 38.394 ms 202.97.17.98 (202.97.17.9@) 37.303 ms 36.516 ms
8 221.183.95.173 (221.183.95.173) 34.302 ms * 221.183.86.49 (221.183.86.49) 36.307 ms
221.183.94.21 (221.183.94.21) 34.614 ms 221.183.94.25 (221.183.94.25) 38.616 ms 36.929 ms
-

11 111.13.188.38 (111.13.188.38) 37.23@ ms 111.13.0.174 (111.13.0.174) 36.285 ms 37.656 ms
o ox

13 % x
14 * % x

7.6.3 M&INE

R &I AEER A T Linux & 4P 5% K69 W 4438 R & 547 T B TCPDUMP, % T £ 7T AN B 45 P 4% 1% 69 J %
QR ABIET R R A Vol P W.3& it 3069 — 2 8] 4,
LR PERHITRENOT, TARGEOBEDORMEBME N GE/T, 4o F BT
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& Bt
FE

= C =&/ 2F / REne

MR

=7

all
wan

lan

AP EEAME IPPBX 693 ZFH (BiF L 5E A9 RMANARNLIED) ZFREED, KB EEH “F4E7 #
AMFATING,, BPRIATIGE, & “4F87 54, Wi @2 A3 FTERITINE G LH (Vhpcap HE4%H) )
Axd s b, B P T it WireShark 4 T B3t NI R 69 3048 6, 34T 5 AT o

7.6.4 BIBEINE

iBiE WU %4 A 692 DAHDI Monitor TR, % TE T A%t IPPBX % 409 HLiEiE #4TINEL, INRE| 9155
=T AM i B .

A G W T 3R BT IR AR B 69 AR T VAR T AT e AR 48 18 E Aster isk 30 F= R £ 0912 5, 3@ % T AR T oMt
ARG R LR Y BT AR A,

B W BT VAR B A A A O BTN, Blde, 4o 35 5 FX0 @i L RAEEH IR R 54D, T
VR E “dEn” B “FX0-35", & “IF457 BAFHEINI, 4T BT,

EHEE

0]
@
]

MO TG, W E Z TR 35 5 FX0 2 kit — /AN idit &k, RESIAHRS, FAEET, DK%
3EARZE, BF FLET Hh, W EA AN TR E TG ELED (A tar ABEK) Bl AR
W hm b, 83T WinRAR T A3t EZE 6L ATREE, fREG X132 4 TR ROREAN B F1E5 i,

géstreamrx.raw 73,728 73,728 RAWfile 2018/3/28 15...
|| streamtx.raw 73,728 73,728 RAWfile 2018/3/28 15...

HE P, streamrx. raw X% IPPBX & 42l B 09N B AZ R E X BAEMiT R B 52 FHt, @ streamtx. raw
AR IPPBX RAtEMEBE R L EARNE TR TME. B0 KL R T TM4E, §ERNTMBEHAMF
%% streamrx. raw X,

R EZ, RAP T ORI L R ELFAEBERRLFANTKFE .
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& B
= H

7.6.5 Asterisk CLI

TTAME F asteriskcli AT HRE A TELR FARERZEN R AERTS M, WERRET core #opjsip
MXGREEFIN0 G4

C

o

& [ 12BF / Asterisk CLI

W

Asterisk CLI

Asterisk CMD | pjsip show aors

o o > <MaxContact>

Contact: <Aor/ContactUri.........cciiiuiiiiinnnnnnnn. > <Hash....> <Status> <RTT(ms)..>
Aor: 100 1

Contact: 100/sip:100@192.168.17.122:5060 72b1e53785 Avail 2.318
Aor: 161 1

Contact: 1@1/sip:101@192.168.17.122:5060 83e7507aba Avail 2.376
Aor: 102 1

Contact: 102/sip:102@192.168.17.122:5060 a28eba3128 Avail 2.452
Aor: 163 1

Contact: 1@3/sip:163@192.168.17.122:5060 0bf4c19628 Avail 2.500
Aor: 104 1

Contact: 104/sip:104@192.168.17.122:5060 le56f45a74 Avail 2.571
Aor: 185 1

Contact: 105/sip:105@192.168.17.122:5060 8ec91fal39 Avail 2.334

7.7 AFS

7.7.1 B X3

CooVox % 7| IPPBX #1A M E t9Fy K&, HHEA —LZKINGG LA KD, E—MRFILTTARE B E B KIEA
W) Bp 3T S BLAT IPPBX & 4t 5415 4o

BRI R PARIEAE FRIE R, AP THREEFERAZE R A2 LRk, RGN GLE
ERADEEGT OB KGR @7,

R @R P IFBREF G KGR — e e b4 ay g B, BINFATHERSH KEF G,

= C & / =2ihR / BXMS
e @ i Ping
ZIHERS Geo IP
AN T o
F4 3 Ht.5A
5 K& TR R G KGR, BT RERABIAFTFAE,
#F ping IR R G dEd R B A ZHLE PING 5 Ko
BAPTR LI, & Web &R & 7T A7 Bl 5L, HACPTA IR AR A4k 4k,

B P b R AR LN PR iR B e iE b £ 5 Ak 449
H A EF AL B IPPBX R b wiEshab S, FaEMalE A
Geo IP HAEE EA XA |P st BR PR 24345k AR B K3t & 4adis
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Fl, Geo IP H&I B “HALPA” A RAEMK, PTANTHiRLS
BATPU, AR T A — 3409 B R ASN T £ 438 AL
A AT R 2517 1P R Sk S 9 AL

e FEMAAN

FEB RN R P TR B AR AE—AS 1P AR M &S IPPBX & 4h9idfz, LV A IR £a% o St
A7 P o

Sk R B4, RomiB R OKOEHELN, de T BT

AN X
*EZFR  drop1l
E bi=kc)
710 TCP/UDP
IP 3iBhE 19.123.16.91

TSRS 255.255.255.255
&

Mac 3giF ’

B !%H

X E A AT,
& AR BLEA

P ATy KIEANZE — AN LA B T PR,

/K REZAN A A F R R A £ AL,

B & %1 t3L UDP, TCP. UDP/TCP s IP, UDP 2 TCP & %45 € 1F 49

R43ma, 1P M AT R ERG IP AL,

|P 34k HL B AE B 69 |P #ohk % % 3k,

F R 5 IP bk 5 W 2% 3o bk 33 & 69 F R 3

Eias] AL FTAE R B9 sm 0 5, BIET R BT AL ATAE B 69 IR 4 £ AL,

MAC 31t ST A% I MAC Mo bk XA P 3ht, AR T /2B —A B3k @ b 42 Bl o
o AN

CooVox IPPBX % %4uf% Bl fail2ban #4T ANIZAM, iptables #% Al k8l & AEAT 2 X EH8 P,
B R s, Re—S QA AN, 4T BT
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o0 X
SR udp
W 5060 -+
* BN UDP
2£® 100 —
*ER® | 10 -+
HE ST,
P B
PA S X E LN 69 5 AR
o PR P A B 3% 0 5, BLEE A YT AL AT AR 9Tk 4 A
W HLI BT AE A 89, UDP 3 TCP #4i3Le
& L B RENOE: € AN DL &
7] 5 FlRAk @I FE e g (4).

8 5 5 AL ST AR IR 2 A Bt T ] [ 9, 452 89 IR 9% 0 RARIKIR 2 M RAB O 30F, A dRIEaFam
EF, Am IR EAIR G55 0 AR @ a9 M F, T LR A iz Rk,

7.7.2 NZHR#

415+ SIP, 1AX2, SSH ¥A% Web (HTTP) JR %, CooVox % 7| IPPBX % 4|2 T BRING9 NAZ RPN, B F T
A FRRDEEG P OINRRY N A 24T E A A B ZRIAFN
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E C E& / 2R / \BER
SIP N E& AR5
raenanE @O
EXSEASO 10
MEETEER) @ 60
=ibmEEEE) @ 86400
IAX NERENFIESE
raewane @O
BAERAH® 10
mEmetiE@E) @ 60
SibAEEEE) @ 86400
Web NELFIESE
reeuanns @O
BEAERAH® s
MEeTEE) @ 300
FbEEsEE) @ 86400
SSH NEHEFIRAHE

repvans @O
BAERAH® 5
MEEER) @ 300

=ihsEeEE) @ 86400
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MNAZ A I Ao 5 o 1% B AL o

24 90

NAZAR M Fals fp TF X | FFJB/ K NAZAR M Ay BT K, B ERIATT G o

S REWE 4 & % A KA HE R K69k 2

MR KK Z R F ey A M B 1a]

Fobag Pl E] () | AR TR A9 LA I T AR LR K ROR #ORY AE A KB A 037 )
% B 6 1A g i A

7.7.3 IPB 4%

RGO LEPODIP BAE NG AT R TH 2 BNZRIP AN G Ipa M H IP b7k, Xk |P
8 8 2 B 1) ) NARBRAF RN @i R a2 by P et R, ARG RGBSR . B2 F MR BT T At
TR RE. B9, £ IPPBX AA TR B X RMETH IPLAKFS,

=2 PO BIE

VoIP 104.255.71.182

o LA, IPBAE P A3 P AR 2 2K IPPBX A AWM AL KIS BN E R, wREL P L
Tk iz, R P T S MR AR B .

7.7.4 IPa &%

CooVox IPPBX ZAMET —BZIAMRZANN, FIANR IPIFAMAEGINALTRTIZN P ik, A
BN F IPARRATARLNTE IPHFAIMAERRNARTEOM A, RTIE4E6 P k2K 7P 2 RE %
MRHEFBFERPRAMZEHFRRARIINRE LY, E—RIFBZ A2 L% agnt I A B35 1% CooVox
IPPBX R %, i T{3/E0xht s Ra A A LIR#l. 7 CooVox IPPBX R4 i IP G LERATMRA %L
Gehte, REIPALETALA MK TIZHIST IPPBX £ 48955,

o FE BRI IPOLETEREDOREPSDIP ALEN BT HRM, doF BT,

117



FE PAIEXES RE

Motk : hERRES EBIE : +86 2885337096 Mot : PAIBKESIBFE EBIE : +971 43552755 bt - HEE RS EBIE : +44(0)1302773162

mll Zycoo Co., Ltd. E-mail: sales@zycoo.com

)l X
*&ZFR ssh-in
“IPiEiE  192.168.1.0
FWEEES 255.255.255.0

o SIP IAX [] HTTPS SSH

RESHANA =T

A AR BLEA
PGS X EiZ IP G &% LAR,
1788 RAFTT R A ER,
IP ERRmE G L %40 P bR B AR,
F W& B 5% P Mohk R 2 Mk 69 F W 465D
T 4E R LA R T A3

IP O&ERIWZIG, R IPIIIELA R R, ALAEATH KGR 6 R4H

7.8 &4/ 4%
7.8.1 4%

PEY - [Py

C =& /| EH/FHR | #R

0

RAER

EAaEa v4.0.0.beta2

EEREta) 2022-01-28/10:15:49

FHR

4 e
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7.8.2 &4

AUBDRFEFTELZNAGRY FHR. SEERA P ARZARARRGIE I LA €6 L 5-#00EF AR
A—ANINEOEDIETI, ARG, R ALRBEHTIE RO RES K, TERAPFAREREIT—K
o B RAREE RS RIFNFEAEE KR OME R &4 AR IPPBX R Sk 28] E—RIEF TAEHY
K&,

Feamlsh, AREGREAHNEN RAARE, AR RIHTHEH LA,
I WA

Fiw=S AETFR ANEW Ak

B £R HAF A R A 64 B 1A 18] [

KR & | RERE B LI E.

=z

Hr A, 4o T BT

=E C &/ wH/AR /86 L

Eihig=E

SEEEETN @) shxn 55 sxshuE 3 E

sooE
XHE AN EHEE EsEe 4E
backup_T600_v4.0.0.beta2_20220725_164409.z¢ 2840 MB 2022-07-25 16:44:09 v4.0.0beta2 B B
backup_T600_v4.0.0.beta2_20220714_163857.z¢ 18.97 MB 2022-07-14 16:38:57 v4.0.0beta2 B B
backup_T600_v4.0.0.beta2_20220713_162636.2¢ 18.96 MB 2022-07-13 16:26:36 v4.0.0beta2 B B
3 5mE (1] 0/m =

By A VAR A B RN T AR B AT B9 B B A Rl o B P T LU S Ay T R B 34E A A
WA, WS LA IPPBX ARG,

L E BRI S LA, TTUARRAE R A A5 8 A9 & AF, S RALA IPPBX Aty &y Uit
FIRAE,

H AR A IPPBX & A6yiBiEiam¥rn, AR A LWL HERER IPPBX &4, ATAAEIATEL K
AR E AR R AT XA F RB 685 E AT,

7.9 4.8 &

7.9.1 Web B &

WWEATH AT web R 535 6937 9], T AB T T @ 14 983 Z ALK web 4 0 6947 9] 3T K.
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liil
Q
2
3

/| ExEE / Web BE EN

EdiE P Brs = mE

2022-07-13 16:26:34 192.168.17.14 admin BER time:0.028037 (s), result:200 DELETE /pbx/backup/delete {"name™:"backup__U100v2_v3.3.2_20211106_153048.z¢}

2022-07-13 16:22:45 192.168.17.14 admin EES time:0.004266 (s), result:200 DELETE /pbx/security-center/fail-to-ban-ignored/1 {}

2022-07-13 16:22:38 192.168.17.14 admin time:0.020556 (s), result:200 POST /pbx/security-center/fail-to-ban-ignored {"name™:"ssh”,"ip":"192.168.1.0","netmask":"255.255.255.0", "sip™false, "iax":false, "ht...
2022-07-13 16:13:47 192.168.17.14 admin time:0.197795 (s), result:200 POST /pbx/security-center/firewall-common-rule {"name":"drop1-,"action":"DROP","protocol™:"both","ip™:"19.123.16.91","netmask...
2022-07-13 16:04:49 192.168.17.14 admin BeBR time:0.155574 (s), result:200 POST /pbx/security-center/update-firewall-global-info {*firewall":true,"ping":false,"dropAll“:false,"geolp™:false}

2022-07-13 16:04:48 192.168.17.14 admin = 1ime:0.191060 (s), result:200 POST /pbx/security-center/update-firewall-global-info {*firewall":true,"ping":false, "dropAll:false,"geolp":true}

2022-07-13 15:48:31 192.168.11.166 admin EBR 1ime:0.001353 (s), result:200 POST /pb» tension-commor i ge-info ------ -WebKitf y9H4A7nNEIQri40n6 Content-Disposition: form-d...
2022-07-13 15:48:30 192.168.11.166 admin BER time:0.001253 (s), result:200 POST /pbx/extension-commor i \ge-infc WebKitF T3PIFyByLdLaxa1B Content-Disposition: form-da..
2022-07-13 15:48:22 192.168.11.166 admin EER time:0.001045 (s), result:200 POST /pl tension-commor i ge-info ------\ -WebKitF mzEY3IdUDY1IhRDG Content-Disposition: form-...
2022-07-13 15:46:56 192.168.11.166 admin BES time:0.001234 (s), result:200 POST /pl tension-commor i ge-info ------\ -WebKit EZAreBAkg! Content-Disposition: form-d...

7.9.2 #4Bn &

EinEeEiaad, @EARXEE, 68X L,

liil
Q

/ HftEE a

zaEs PBXES z2Es | &= |

g

I0gin202205.l0g

[ o]
B E
. o]
. o]
\ E
a a
1] /7 HE

login202207.Iog
pbx20220524.10g
pbx20220713.I0g
top_20220524.l0g
top_20220713l0g

3£ 6 SHGE

RPTTARRAARN—EHRE Ed, BEpNXLRAEET AR B RRESTHALRA T E LR
FHITHEE ., REZZAES ﬁ$mea@ PBX B &, #1EZA48 &,

BN T LR EMBARARTT B, REEZNFTHEEADSHE, AASTRLIRGOEBTH
RIATHIRHEE

EXAR R EBAT.
A AR A

SSH 7 ¥ B & IR 8T SSH 17 1] & Yoar 24T 89 KT
PBX H & Bk Asterisk BAFAy— L F L, TUUA TS IPPBX £ 4
®, 75 b G- A8 K 69—k 5] R,
BHEZAAEBDE IPPBX #4894 1E A 4B &,
AR BEHMBFRZIE, ZRAAER—NTBEF L, SSH 7 B ELHaga L4 XA
“ loginxxxxxx. log” ,PBX B & L 894 & 4 “PBXxxxxxxxx. log”, # M Z4% B LW 4 H
“sysxxxxxxxx. log”, PBX H &Figtf Z 40 EF XA S ER—NBEXH, SSHiZFIBEEA £ R —AH
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